
IT Modernization 
in Government: 
Challenges and 
Opportunities

As modernization efforts intensify, citizen 
expectations, stakeholder education and 
technical debt remain key drivers and challenges.



INTRODUCTION

Today’s government IT leader is tasked with managing a hybrid environment of legacy systems, cloud applications, 
and citizen-friendly portals and interfaces — all while continuing efforts to modernize systems and the infrastructure 
powering them. 

To better understand the drivers and challenges surrounding government IT modernization, the Center for Digital 
Government (CDG) surveyed 165 government IT professionals responsible for large enterprise and agency systems. 
Respondents provided insights on how stakeholders see government technology, the pace at which legacy systems 
are being upgraded and the key barriers to faster adoption.

ABOUT THE SURVEY

The report is based on a nationwide CDG survey of 165 state officials responsible for enterprise or large 
agency IT, conducted in early 2020. Respondents represent a range of agency and department functions. A 
plurality (37 percent) represent central IT and telecommunication agencies or departments.*

Nearly half (49 percent) of respondents are IT managers or supervisors. Agency and department directors 
represented nearly 20 percent of respondents, as did C-level IT professionals. 

 38% IT/telecommunications

 18% Other 

 12% Health and human services

 9% Finance/tax/economic development

 9% Administrative/operations

 9% Public safety/judicial

 6% Public works/transportation/infrastructure

 1% Human resources

 49% IT manager/IT supervisor

 18% Director of agency/department 

 12% Other

 9% Chief information officer (including deputy/assistant/associate)

 6% Chief administrative officer

 3% Finance/procurement director

 2% Chief information technology officer (including deputy/assistant/associate) 

 2% Chief information security officer (including deputy/assistant/associate) 
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What type of 
agency do you 

work for?

* Due to rounding, not all percentages will add up to 100 percent

What is your 
primary job 

role?
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KEY FINDINGS

CITIZEN EXPECTATIONS ARE RAPIDLY EVOLVING, AND SO ARE THE TECHNOLOGIES  
NEEDED TO KEEP PACE.

Much has been written about the “consumerization” of technology — the expectation that all citizen-facing services 
should be as easy to use as an e-commerce website. Survey respondents suggest these expectations continue to be a 
driving force in government IT.

More than seven in 10 (72 percent) respondents said the public has expressed greater expectations for website portals 
to access government services in the past 12 to 18 months. More than half (58 percent) cited greater demand for a single 
sign-on solution or other simplified access to government services.

Constituents are also pressuring governments to respond to external threats and protect their personal information 
— more than six in 10 (62 percent) respondents said their constituents are increasingly aware of emerging and ongoing 
cybersecurity threats. Nearly one in three (31 percent) said they have heard greater calls for publicly available privacy 
policies over the last 12 to 18 months.

These expectations of simplicity and security are shaping how IT leaders prioritize their needs. More than half of 
survey respondents prioritized data privacy and security (58 percent) and user interface development (52 percent) as 
the top areas of innovation needed for the citizen experience. Ensuring data availability, collaborative platforms and app 
development are other priority areas.

Are there key areas you see as crucial to the citizen experience? (Choose top 3)

What are some of the ways that constituents’ expectations of IT staff and capabilities in 
government have increased over the last 12 to 18 months? (Select all that apply)

Desire for website portals

 72%
Knowledge of emerging technologies

 65%
Knowledge of emerging and ongoing cybersecurity threats

 62%
Desire for single sign-on or simplified constituent access to government services

 58%
Desire for applications granting access to constituent-related data

 43%
Desire for publicly available privacy policies

 31%

Data privacy and security

 58%
User interface development

 52%
Data availability

 46%

Collaborative platforms/infrastructure upgrades

 37%
Network upgrades

 23%
Identity management

 22%
Other

 5%



SHIFT FROM LEGACY SYSTEMS CONTINUES BUT REMAINS A WORK IN PROGRESS.
More than two-thirds (67 percent) of respondents said that fewer than half of their IT systems and solutions are legacy systems.  

Nine percent have all but eliminated legacy systems — 10 percent or fewer of their current systems fall into that category. Even 
so, these findings suggest the government IT landscape is still overwhelmingly a complex environment of legacy and modern 
infrastructure and systems.
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LEGACY SYSTEMS CONTINUE TO RACK UP TECHNICAL DEBT — 
AND HINDER EFFORTS TO IMPROVE OPERATIONS.

What percentage of your current IT systems and solutions are ‘legacy systems’? 
(Legacy defined as more than five years old since a refresh/upgrade).

0-10 percent

 9%
10-25 percent

 23%

25-50 percent

 35%
More than 50 percent

 27%
Do not know

 7%

0-10 percent

 11%
10-25 percent

 24%

25-50 percent

 26%
More than 50 percent

 27%
Do not know

 12%

Yes

 69%
No

 22%
Do not know

 9%

The legacy systems that remain in government operations still require a considerable amount of IT resources that may not be 
readily available. More than one-quarter of survey respondents (27 percent) say they allocate more than half of their IT staffing or 
hours to maintain legacy systems and processes. Only 11 percent of respondents report spending 10 percent or less of staff time 
on these systems.

What percentage of your IT staffing (either in dedicated personnel or working hours)  
is spent maintaining legacy IT systems and processes?

Survey respondents also overwhelmingly believe these systems have a real-world impact on overall operations. More than  
two-thirds (69 percent) said the lack of IT modernization is negatively impacting their business process efficiency.

Do you believe your business process efficiency is negatively impacted by a lack of IT modernization?



The modernization roadmap is largely being driven by ongoing strategic goals and plans. Respondents were nearly 
evenly divided between administrative goals (38 percent) and their own internal strategic goals and plans (40 percent). 
Constituent feedback represents a much smaller driver of modernization efforts, with 16 percent of respondents saying 
they use external feedback to create strategic goals.

5

WORK TO MODERNIZE IT CONTINUES TO ACCELERATE, FOLLOWING LARGER STRATEGIC GOALS. 
Two-thirds of survey respondents (66 percent) plan to modernize as many as half of their remaining legacy systems over the 

next two years. A plurality (32 percent) intend to modernize between 10 and 25 percent of these systems, while nearly two in 10 
survey respondents (18 percent) plan to upgrade 50 percent or more of their legacy systems. 

Given your state’s or agency’s strategic IT planning, what percentage of your legacy 
systems do you intend to modernize in the next 18 to 24 months?

How are you and other IT leaders prioritizing modernization efforts?

0-10 percent

 18%
10-25 percent

 32%

25-50 percent

 16%
More than 50 percent

 18%
Do not know

 16%

Creating our own internal strategic goals and plans

 40%
Relying on administrative goals and plans

 38%
Implementing internal and/or external constituent feedback to create strategic goals

 16%
Other

 6%



BARRIERS TO MODERNIZATION INCLUDE STAKEHOLDER SUPPORT, STAFF READINESS AND COST 
— BUT RESPONDENTS SAY THEY ARE MOVING FORWARD NONETHELESS. 

Most survey respondents report at least some support from key stakeholders — including state agency leaders, 
colleagues and the public — to modernize legacy systems. More than eight in 10 (84 percent) report strong or some 
support for planned upgrades, and only 10 percent say they lack any stakeholder support for modernization.

Staff readiness may pose a greater challenge for some governments and agencies. Nearly one in five respondents  
(19 percent) don’t believe their staff is prepared to modernize IT systems. However, more than one-third (35 percent) were 
confident their staff is ready for modernization efforts, and 78 percent said they were at least somewhat ready.

That’s important, because participants suggest that frontline staff and managers play a crucial role in modernization 
efforts. More than half of survey respondents (51 percent) said a quarter or more of modernization efforts are driven by 
employees and managers.

6

 37% Yes

 10% No

 47% Somewhat

 7% Do not know

 35% Yes

 19% No

 43% Somewhat

 2% Do not know

 17% 0-10%

 32% 10-25%

 27% 25-50%

 24% More than 50%

Please tell us your opinions on the following questions:

While cost remains a barrier to modernization, it isn’t preventing governments and agencies from moving forward. Only 
18 percent of respondents said the cost of cloud or hybrid cloud solutions and technologies posed more than half of the 
impediment to modernization efforts. Roughly just as many (20 percent) said cost was less than 10 percent of the impediment 
to moving forward.

Do you believe 
there is support 

from key 
stakeholders 
to upgrade 
remaining 
systems?

Do you believe 
staff within 

your agency 
or department 

are prepared to 
modernize their 

IT systems?

How much of the 
modernization 
of IT systems 
is driven by 

frontline staff 
and managers?
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PROGRESS HAS BEEN MADE ON EDUCATING STAKEHOLDERS, BUT MORE NEEDS TO BE DONE. 
A majority of survey respondents said their stakeholders have at least some understanding of the key issues surrounding 

IT modernization, including how it can impact systems and data, the potential of cost reduction, the challenges involving 
cybersecurity and data management, and its potential to help IT professionals meet tomorrow’s challenges. 

However, broad stakeholder understanding of the challenges posed by the current IT environment in many government 
agencies was less clear, according to survey respondents. More than half (53 percent) said their stakeholders did not 
understand the issues around hybrid IT environments.

Do you believe all your stakeholders have a clear understanding of IT modernization? 
This would include:

How IT modernization can impact systems and data
Yes 

 24%
Somewhat 

 45%
No 

 30%
Unsure 

 2%

Reductions or increases in costs
Yes 

 19%
Somewhat 

 47%
No 

 32%
Unsure 

 2%

Hybridization of IT systems
Yes 

 8%
Somewhat 

 30%
No 

 53%
Unsure 

 9%

Cybersecurity and data management challenges
Yes 

 26%
Somewhat 

 46%
No 

 27%
Unsure 

 1%

Enhancing the ability of IT professionals to  
meet tomorrow’s challenges
Yes 

 15%
Somewhat 

 46%
No 

 34%
Unsure 

 6%



EMPLOYEE EXPERIENCES MATTER. 
Survey respondents stressed that government modernization efforts impact — and are impacted by — another 

scarce resource: IT employees. Nearly seven in 10 respondents (69 percent) said IT modernization relies on 
upgrading workforce skills through professional development. However, investments in professional development 
and technology infrastructure also pay off: about half of respondents said that doing so improves general workplace 
satisfaction and employee retention, as well as attracts new employees to government service.
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Based on your experience, what are the workforce components to modernizing 
key systems? (Select all that apply)

Modernizing workforce skills 

 69%
Providing updated infrastructures to allow for modernization 

 58%
Achieving general workplace satisfaction 

 53%
Retaining employees

 52%
Attracting new employees to state and local service

 49%
Other

 3%

Attracting new employees — particularly younger ones — is a key challenge for government IT leaders. Survey 
participants said that emphasizing their agencies’ public service mission is the most common strategy to recruit a 
next-generation workforce.

Other strategies include strengthening recruitment at colleges and universities and publicizing their interest in 
recruiting early-career professionals. Emphasizing modernization efforts ranked lower, though CDG research shows 
that young professionals value workplace collaboration and the technology that empowers it. 



CONCLUSION

Public sector IT leaders are responding to growing citizen expectations around ease of access to government 
services and the privacy and security of their personal information. As modernization efforts continue, the findings 
outlined in this report suggest several strategies agencies can use to ensure new technology meets their enduring 
mission — efficiently serving the public.

 Consider soliciting additional feedback from constituents to prioritize modernization efforts. Fewer than half  
 (48 percent) of respondents said they seek feedback from the public about experiences using government  

 systems and data. Only 16 percent use it to create strategic goals.

 Focus on educating all stakeholders. While survey respondents said that stakeholders at least somewhat  
 understand the issues around IT modernization, they are more likely to believe they understand some but  

 not all the issues. Importantly, only 7 percent of respondents said that stakeholders understand the  
 challenges of operating their current hybrid IT environments.

 Emphasize the “public” in public service to recruit the next generation of government employees. While  
 young professionals have high expectations of technology in the workplace, research suggests that it’s the  

 potential of serving a greater good that attracts them to careers in government.
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What strategies are you implementing to attract younger professionals  
to your agency/department?

Emphasizing the public service mission 

 49%
Publicizing an interest in recruiting early-career professionals 

 41%

Strengthening recruitment through colleges/universities 

 41%
Emphasizing modernization as a key goal 

 30%
Other

 12%



From cloud to collaboration and cybersecurity to 
network modernization, plus many things in-between, 
Cisco is helping lift government to greater security and 
resilience. Now it’s your turn. You serve, you lead, now 
empower. Join the new era of intuitive government.
Learn more: cisco.com/go/government
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