
 
What are the challenges of securing  
a hybrid workforce?
The threat surface expands because there 
are lots of potential physical locations and 
networks to log into — plus multiple devices 
to log in with. And the shift to cloud and 
software-as-a-service (SaaS) applications 
makes the application landscape even 
broader. Meanwhile, agencies are trying 
to provide a holistic cybersecurity defense 
that creates a compliance infrastructure for 
everything they aim to deliver. 

 
Do virtual private networks (VPNs) 
provide adequate security? 
VPN is about connecting to a network to 
access data and applications in a specific 
location. This poses a couple of challenges. 
First, hybrid work devices do not need to be 
fully connected to a network. And when they 
are connected, VPNs are more challenging to 
manage from a threat perspective. 

Second, when VPN connects you to a 
network, many of the apps you need are 
somewhere else, like a cloud service, so it’s 
often optimal to go around a VPN. Finally, 
security must accommodate both on-premises 
and cloud-based apps, which is impossible 
with a VPN.  

 
What’s a better approach to  
securing remote access? 
Having an application-centric approach 
to securing remote access is key. How you 
secure a client-server app may be different 
than how you secure a SaaS app. Sensitivity 
of data may also change how you choose to 

secure delivery of an application. Many of our 
customers use a combination of virtualization 
and ZTNA (zero-trust networking access) to 
secure the different types of applications they 
provide to their end users.

 
How does this fit in with a  
Zero-Trust security framework? 
Gartner says that by next year, 60% of 
organizations will be moving away from 
traditional VPNs and into Zero-Trust 
architectures. A lot of that has to do with 
increased threat protection, but it’s also about 
combining a good employee experience with 
the right level of authorization. 

For instance, Zero-Trust authentication can 
help you provide adaptive network access, 
letting you turn capabilities on and off 
dynamically based upon the access scenario 
of a user. Perhaps you limit what they can 
access while using a specific application. Or 
perhaps when they’re using a personal device, 
you control their ability to cut and paste. 

With Zero Trust, you need to control your 
data and manage all the chaos in your network 
in a logical way. You need the secure user 
access component in your environment while 
also considering the cloud-delivered security 
of your SaaS applications.

The right security model puts together 
a stack under the Zero-Trust umbrella that 
delivers common management and visibility 
of your in-house network and your cloud 
environment. While Zero Trust focuses on 
application-by-application access, VPN is 
more focused on granular network access, 
which doesn’t work in an environment where 
all the applications don’t live in the same spot.

Government 
technology leaders 
need better 
ways to support 
remote workers 
while keeping 
networks secure. 
That’s according 
to David Smith, 
managing director 
for state and local 
government and 
aerospace and 
defense integrators 
with Citrix. He also 
explains why virtual 
private networks 
(VPNs) don’t cut it 
anymore.   
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