
   A GOVERNMENT TECHNOLOGY Q&A | INVICTI SECURITY            

Government agencies can use automation to continuously verify the security of their applications, according 
to Mark Townsend, vice president of professional services at Invicti Security, which specializes in dynamic 
application security testing (DAST). In this Q&A, Townsend outlines why agencies should use DAST, and 
how that approach fits into a Zero-Trust security framework.  

What’s wrong with conventional, 
legacy methods of application 
security testing? 

Older testing technologies often 
cannot provide an accurate inventory 
of applications, so agencies may not 
understand which applications have 
been deployed. Thus, with legacy app 
testing, you’re limited to what you 
know about the established tech stack. 

DAST is the only scanning 
technology that can cover all of your 
applications. It allows organizations 
to shift left and right by scanning in 
development and continuously in 
production.

How does DAST help agencies  
find and close security gaps? 

 
DAST can test an application as it 
goes live and evaluate how it interacts 
with other applications. Let’s say an 
application is vulnerable to an SQL 
injection attack. A legacy test could 
manually identify a software module 
potentially allowing SQL injection. 
DAST goes further, testing the 
module’s configuration and offering 
proof to developers that this specific 
module causes the vulnerability. 

DAST also automates this testing 
process. Agency staff can’t manually 
cover thousands of apps, which 
is why scanning is so helpful. 

Many agencies are adopting a 
DevSecOps approach to application 
security. How does DAST fit into 
that model? 

 
DevSecOps is a work culture that 
holds everyone responsible for 
high-quality products that embrace 
security. DAST is key to enabling the 
cultural transition to DevSecOps. 

However, this does pose 
challenges. For instance, you 
need the right tools that provide 
accuracy and automation to ensure 
complete coverage of your apps at 
scale. Trying to shoehorn advanced 
security tools like DAST into a legacy 
process can delay your transition to 
DevSecOps. DevSecOps collaboration 
also needs to be continuous. Some 
organizations have scan cycles 
every three months, for example, 
but that’s not enough. Scanning and 
development should be followed by 
frequent scanning and deployment. 

If you’re thinking of providing 
DAST tools to DevsSecOps teams, 

remember there are a lot of techniques 
for evaluating application security. 
DAST’s advantage is that it provides 
a technology-agnostic check of 
an application. It gives the most 
accurate results by testing the 
running application, attacking like a 
hacker or a penetration tester would. 
But you’re doing it at scale and at 
speed to identify risk throughout 
your application portfolio.

How does DAST accommodate  
the Zero-Trust security model? 

 
DAST helps establish a path toward 
a Zero-Trust security architecture. 
While Zero Trust has many definitions, 
it’s mainly about limiting access in an 
environment to only the people who 
need it. But Zero Trust also includes 
continuous testing and evaluation 
of the applications, controls and 
systems in an environment. 

DAST can continuously assess 
both the applications we develop and 
the applications we procure. This is 
critical because we must be able to 
assess how all the components in 
our environment are interconnected, 
and whether certain assemblies 
create risk for our organizations. 

Invicti Security – which acquired and combined respective DAST leaders Acunetix and Netsparker – is 
transforming the way web applications are secured. An AppSec leader for more than 15 years, Invicti enables 
organizations in every industry to continuously scan and secure all of their web applications and APIs at the 
speed of innovation. Invicti provides a comprehensive view of an organization’s entire web application portfolio, 
and powerful automation and integrations enable customers to achieve broad coverage of thousands of 
applications. Invicti is headquartered in Austin, Texas, and serves more than 3,600 organizations of all sizes in 
more than 70 countries. For more information, visit our website.
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