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The network landscape has changed 
dramatically with the rise of hybrid 
work solutions and the increase 
of mobile and digital constituent 
services. In this Q&A, Chris Cruz, 

CIO for state and local government and education 
at Tanium, discusses strategies for protecting 
endpoints and other assets beyond the traditional 
network perimeter. 

Why is it important for governments to focus 
on cybersecurity beyond the perimeter?
When employees worked on-premises, they were 
authenticated into the network and their access to critical 
systems could be managed from within the walls — the 
building and firewall — of the organization. Now, the perimeter 
of access points into the network is beyond those walls. 

In addition, the way people access virtual private networks 
has changed. Most folks have VPN at home, but not 
everybody has a VPN credential set up. So, they’re accessing 
applications through website URLs to key systems without 
data being encrypted. Organizations have been caught off 
guard by the poor scaling of their endpoint solutions. They 
don’t have real-time visibility into every network and device 
and how people are accessing the network. It has created a 
challenge but also an opportunity to be more efficient and 
effective in remediating and addressing risks.

How can agencies navigate this new frontier?
You can’t protect what you can’t see. It’s important to have 
maximum visibility — a common security posture — into 
your endpoints. That starts with integrating and automating 
standardized tools across the security and IT operations 
environment so the tools can talk to each other. Both the IT 
and security organizations gain real-time visibility into data, so 

they can coordinate decisions about risks, incidents, patching 
and the overall mitigation strategy. As an example, real-time 
visibility supports Zero-Trust capabilities that help authenticate 
users and ensure every device with an IP address back to the 
corporate credentials is properly managed. 

What other capabilities should organizations 
keep in mind when choosing a solution?  
Good cyber hygiene requires a number of foundational 
components. Number one is software reclamation to identify 
every asset that’s plugged into the network, properly manage 
licenses and have a single source of truth for audits. Number 
two is ensuring you can identify and understand all the 
vulnerabilities within your organization’s network. Number 
three is a common patching system that allows you to 
manage patching internally and beyond the perimeter, and 
then measure and report on its efficacy. 

You’re a former CIO at the state and local 
levels, and you were the deputy state CIO 
for California. What do you recommend 
regarding a cybersecurity strategy?
First, cybersecurity is everyone’s responsibility. I can’t stress 
enough that your employees are your perimeter. They’re 
your first line of defense. It’s your job as a CIO to work 
hand-in-hand with your chief information security officer and 
your C-level executives to educate all staff about common 
cybersecurity practices. 

Second, most IT organizations are federated or decentralized, 
but it’s important to have a common security standard and 
governance framework across the organization. Start with 
a thorough risk assessment and a comprehensive incident 
response plan and a well-defined cybersecurity plan that 
includes cybersecurity insurance to help mitigate the impact 
of ransomware and other attacks.

The Tanium platform provides rich and accurate data in real time about the state of your assets — their location, software running on 
them, issues they’re experiencing and more. Improving your organization’s cyber hygiene can help prevent many of the breaches, outag-
es and disruptions businesses fall victim to today.  Request a no cost, no obligation cyber hygiene assessment here:  
https://www.tanium.com/cyber-hygiene/

 
Tanium is the platform that organizations trust to gain visibility and control across all endpoints in on-premises, cloud and hybrid environments. Our approach addresses today’s increasing 
IT challenges and delivers accurate, complete and up-to-date endpoint data — giving IT operations, security and risk teams confidence to quickly manage, secure and protect their networks 
at scale. State and local governments, educational institutions, federal civilian agencies and multiple branches of the U.S. Armed Forces trust Tanium to help see and control every endpoint, 
everywhere. The power of certainty. Visit https://www.tanium.com/solutions/state-and-local-government/
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