
How has government benefits delivery changed 
over the past few years?
McKinsey & Company estimated that the share of 
interactions on digital platforms jumped from 41% to 65% 
during the pandemic, and public sector services increased 
even more, reaching about 90% in April 2021. Even now, 
we haven’t seen a reset in terms of people going back into 
government offices to apply for benefits in person. Digital 
platforms are here to stay and the use of these platforms will 
continue to accelerate in the coming years.

What identity verification challenges do  
agencies face as a result of that shift?
For too long, agencies have used passive identity proofing 
that relies on either credit bureaus or data brokers. However, 
about 45 million Americans don’t appear in credit records. 
Beyond that, an untold number of individuals’ data is wrong 
in records. Without a method that allows all Americans to 
prove their identity, many can be locked out of accessing 
their government benefits. 

Identity theft is another monumental challenge. In 2021, 
the Federal Trade Commission reported that identity theft tied 
to government program benefits increased by 2,920% year 
over year. Despite that, many government and private sector 
organizations still rely on knowledge-based authentication (KBA) 
— the question-and-answer process — for identity verification. 

The Government Accountability Office and the National 
Institute of Standards and Technology (NIST) advise 
against KBA for identity verification because attackers 
can easily discover answers to KBA questions, resulting 
in unacceptably high risks. Those attacks have been 
repeatedly demonstrated. 

How can modern solutions help overcome  
those challenges?
A strong digital identity verification solution helps agencies 
securely and seamlessly connect constituents with their 
government benefits and services. 

Identity verification should meet the federal standards 
for consumer authentication (NIST 800-63-3) and should 
include two simple components. The first is offering 
multiple pathways for people to prove who they are. Those 
pathways include an online self-service channel, a channel 
with video chat capability, and an in-person capability at 
the agency or at a retailer in the person’s neighborhood. 
Multiple pathways greatly expand access for a greater 
portion of the population.

The second component is portability. If someone needs to 
access additional government programs or services, there 
should be no need to sign up for a new account, create a new 
password and reverify. Offering a portable login makes it more 
likely people will have an existing credential that gives them a 
streamlined experience.

What types of use cases do you see digital identity 
verification supporting now and in the future? 
Digital identity verification use cases include: streamlining 
the way people apply for and receive unemployment, 
health, and disability benefits; securely accessing tax-
related information; ensuring protected health information 
doesn’t fall into the wrong hands; simplifying access to 
rental and housing assistance programs while reducing 
fraudulent applications; streamlining access to food 
programs and other critical family benefits; and preverifying 
documents for driver’s license and REAL ID appointments.

Simplifying Identity 
Verification for Constituents

Password fatigue is growing as online users maintain dozens of unique online accounts. In addition, people 
often must prove their identity every time they access government benefits and services. Pete Eskew, 
general manager for public sector at ID.me, which simplifies online identity verification and increases digital 
trust, recently discussed how state and local governments can improve the user experience and make 
digital services more accessible. The following conversation has been edited for length and clarity.
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ID.me provides users with a robust identity verification and authentication solution that adheres to federal standards, 
increases accessibility to public benefits for legitimate users, and enhances the identity proofing user experience.  
Learn more by connecting with ID.me today.

https://insights.id.me/id-me-our-promise/?utm_campaign=identity-initiative&utm_medium=e-newsletter&utm_source=3rd-party

