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Cybersecurity and  
the Power of Simplicity

MANAGING CYBER RISK   A GOVERNMENT TECHNOLOGY Q&A | MIMECAST

New cyber threats pop up every day, making it harder for public sector leaders  
to protect the people’s data. How can agencies strengthen their cyber defense? 
Jon Woodall, senior security strategist at Mimecast, shares his thoughts on  
simplifying security services for email, data and the web. 

How are cyberattacks evolving?
Things keep getting more complex. We 
now know how to detect and respond to 
phishing scams with new technologies  
like artificial intelligence. But the best 
target is still a human who can be 
manipulated. Attackers are gathering little 
pieces of information to build sophisticated 
campaigns against individuals. Successfully 
blocking these campaigns has become an 
extremely complex task.

How does that increase risk for  
government agencies?
Threat actors are relentless. They’re al-
ways probing for weak spots, and some-
times they succeed. An attack could be as 
simple as acquiring people’s passwords. 
Or perhaps people aren’t storing things as 
they should, or they’re divulging informa-
tion they shouldn’t be divulging. One mis-
step and an attacker can pounce. That’s 
why government agencies must look at 
cybersecurity as a core competency and 
deploy solutions that mitigate risk and 
reduce complexity. 

Agencies are good about patching 
software and building perimeter defense 
with firewalls. But they’re not spending 
enough time training their people or 
trusting them to make the right decisions 
after they’re trained. They should regularly 
train employees with a meaningful program 

so everyone learns to become an active 
part of defense.

Agencies often work with several 
vendors to coordinate cyber defense. 
How can they ensure those solutions 
work together?
Simplicity is the main thing. While there’s 
a lot of variation in attacks, many have 
similar building blocks like text messages, 
URLs and websites that grab credentials. 
So there’s not much variation in the 
mechanisms for delivering attacks. 

Vendors can focus on protecting against 
these building blocks — working together to 
build a common language and sharing data 
on things like threat intelligence. The key 
is mitigating risk while reducing complexity. 
The more complex a security system is to 
run, the less ROI a government agency will 
get out of that tool. 

How can smaller agencies scale  
cyber defense solutions to match 
their requirements and budget?
A well-built solution will be simple to scale 
up or down. The challenge is that smaller 
agencies often have one or two part-time 
staff handling cybersecurity. They need 
to feel like they can tackle the problems, 
and they shouldn’t feel overwhelmed. 
For instance, these agencies might block 
five specific threats, conduct more cyber 

awareness training or monitor internet 
usage. There are plenty of vendors that 
cover the gamut of these issues, and 
agencies don’t need to pay a lot of money 
to get these basic protections. 

Email remains a favorite target of 
attackers. How can governments 
reduce email threats?  
A colleague recently told me something 
profound: “We need to figure out how to de-
tect once and protect everyone.” To protect 
large groups of people, we need to share 
intelligence across multiple platforms — and 
that includes email. 

If I learn about a threat from a firewall or 
an endpoint-protection app, why shouldn’t 
I share that threat across every platform? I 
can simplify sharing by integrating multiple 
security tools. Ultimately, agencies need to 
trust their people to make good decisions to 
supplement the tools we already have.

Learn more about Mimecast’s  
solutions for the public sector at   
www.mimecast.com/solutions/industries/
public-sector/ 
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