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The network landscape has 
changed dramatically with the 
rise of hybrid work solutions and 
the increase of mobile and digital 
constituent services. In this Q&A, 

Chris Cruz, CIO for state and local government 
and education at Tanium, discusses strategies for 
protecting endpoints and other assets beyond 
the traditional network perimeter.

Why is endpoint visibility so essential?
The foundation of any cybersecurity framework is knowing 
what you have in your environment. That’s not just the 
endpoints connected to your network, but, more importantly, 
the software running on those endpoints. It gets more 
challenging when we have a lot of other things joining 
our networks, like IoT sensors and devices running critical 
infrastructure.

How do endpoint monitoring and 
management applications help fend off 
cyberattacks?
Monitoring and management are becoming much timelier. 
In the past, we didn’t really manage endpoints; we 
just monitored them. And we might have conducted a 
vulnerability check once a day, once a week, once a month 
or even once a quarter. That’s not good enough anymore. 
With today’s cyber threats, management and monitoring 
need to be 24/7/365. That requires new tooling, processes 
and business plans.

What’s the role of endpoint visibility in a  
Zero-Trust security architecture?
The way Zero Trust used to be, you validated the person who 
was coming into the environment — inside the perimeter — 
and then you monitored their level of access. Today, devices 
have become the network perimeter. This means if we use a 
Zero-Trust perspective, we have to validate the state of every 
device connected to the network. 

Let’s say our Zero-Trust architecture evaluates a device as 
trustworthy when somebody logs in. As soon as they click a 
phishing link and download some malware, the device isn’t 

trustworthy anymore. Thus, we must monitor the real-time state 
of these endpoints. That’s critical for robust Zero-Trust security.

How does endpoint visibility help agencies 
control cyber insurance costs and the 
possibility of shrinking coverage?
The cybersecurity insurance industry has been hit really 
hard in the last five years as state and local governments 
have become more of a target of cybercriminals. That’s 
dictating a lot of changes for agencies. Demonstrating that 
you can deploy endpoint visibility tools and continuous real-
time endpoint monitoring will lower your risk profile. That, in 
turn, should translate into lower cyber insurance costs.  

What are some best practices for 
ensuring success with endpoint visibility 
technologies?
Think of it as a three-legged stool. The first leg is 
standardized cybersecurity policy and governance 
across your entire enterprise. The second leg extends 
standardization to implementation — using standard tools 
statewide, for instance, so everybody’s working from the 
same pane of glass. The third leg is validation, creating 
proof that you’re complying with security policies across all 
government agencies. Moreover, you must validate that you 
can remediate quickly if you fall out of compliance.  

The Tanium platform provides rich and accurate data in real time about the state of your assets 
— their location, software running on them, issues they’re experiencing and more. Improving your 
organization’s cyber hygiene can help prevent many of the breaches, outages and disruptions 
businesses fall victim to today. Request a no-cost risk assessment which will score each endpoint 
device and give an actionable improvement plan today at: www.tanium.com/risk-assessment 
 
Tanium, the industry’s only provider of converged endpoint management (XEM), protects every 
team, endpoint, and workflow from cyber threats by integrating IT, Compliance, Security, and 
Risk into a single platform that delivers comprehensive visibility across devices, a unified set 
of controls, and a common taxonomy for a single shared purpose: to protect critical informa-
tion and infrastructure at scale. State and local governments, educational institutions, federal 
civilian agencies and the U.S. armed forces trust Tanium to protect people; defend data; secure 
systems; and see and control every endpoint, team, and workflow everywhere. That’s the power 
of certainty. Visit www.tanium.com/slg.
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