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Promoting AI's Safe Usage for Elections

● Bonaire 5/6 / (Elections Security); June 22,  2026, 2:40-3:40 pm
● Objective: This session explores the evolving role of artificial intelligence in 

electoral processes, focusing on its potential to improve data-driven 
decision-making amid the growing challenges of misinformation, 
manipulation, and voter suppression. It examines how AI tools could address 
information gaps for voters, candidates, and election commissions while 
acknowledging the skepticism and concerns that surround the use of AI in 
critical civic functions. 

● Biplav Srivastava, Professor, AI Institute and Department of Computer 
Science and Engineering, University of South Carolina 
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Outline
● Speaker’s context
● Election processes –State-of-the-art (SOTA) and US 

• Hint: US does not have SOTA
● Problem of choice: information gap for a stakeholder
● Towards solution: Using (Trustworthy) Artificial Intelligence for overcoming 

information gap problem
• Collate-Distribute-Comprehension (CDC) approach

● Call for action
• Technical: improve data, invest in evaluation
• People: Election officials, IT companies, public - voters and candidates
• Process: aspire and benchmark to be the very best!
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Speaker’s Context
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RESEARCH @AI4S
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Goal: Focus on enabling people to 
make rational decisions despite real-
world complexities of poor data, 
changing goals, and limited resources 
by augmenting human cognitive 
limitations with technology

How:  By innovating and applying AI 
techniques for hard problems facing the 
society with an inclusive, value-driven 
focus.

Values:  Grow human opportunities, 
reduce resource wastage

Jan 2025, Columbia

Safe AI for Seniors, 2025
https://sites.google.com/cse.sc.edu/safe-ai-for-seniors/ 

https://sites.google.com/cse.sc.edu/safe-ai-for-seniors/


Areas We Work In
Trusted AI (Usability)Neuro-symbolic Methods (Theory) 

• Planning / Sequential Decision Making (SPDs) [AAAI 
2024, Neurips 2024, ICAPS 2024, 2025, AAAI 2026],

• Group recommendation [AAAI/IAAI 2024, AI Mag 2024]
• Training models, time series and data analysis [ICAPS 

2025 PRL, AAAI 2025, AAAI 2025 Fall Symp]
• Ontologies, meta-cognition reasoning [Data Disc. J. 

2025, CACM 2025, Nature npj 2025]

• Rating/ certification, causal models, 
explanation [Web2026, Springer 978-3-032-
21038-8 (2026), AI Ethics 2024]

• LLMs/ FMs eval. [IAAI/AAAI 2026, ICAIF 
2023, Frontiers AI 2023]

• AI risk and security [NIST AI Consortium (AIC) 
/ Safety Institute Consortium (AISIC)]

Societal Impact (Applications)

• Elections (chatbot/official info, info. spread) [AAAI 2025, ISBN: 978-3-031-
89852-5 (2025)]

• Health (chatbot, multimodal analysis, meal / nutrition adherence, exercise 
monitoring) [Frontiers AI 2023, Cell Patterns 2021]

• Transportation (data analysis) [AAAI 2025]
• Education (chatbot) [ICML Teach 2024, AAAI 2022] 
• Assorted: Water [CODS/COMAD 2024], Power [IAAI/AAAI 2023], …

Funders
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PROMISE – PROMoting aI’s Safe usage for 
Elections, 2025, by Springer Nature 
[Content details, Amazon]

Based on edited book

https://link.springer.com/book/9783031898525
http://ai4ce.org/book/
https://www.amazon.com/PROMISE-PROMoting-Safe-usage-Elections/dp/3031898524/


PROMISE TEAM
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Prof. Anita Nikolich
Professor, Security, UIUC

Prof. Biplav Srivastava
Professor, AI, USC

Prof. Andrea Hickerson
Professor and Dean, 
Journalism, UMiss.

Dr. Tarmo Koppel
Business, Tallinn Univ.



PROMISE: PROMoting aI’s Safe usage for Elections

● Google group: https://groups.google.com/g/credible-elections-with-ai-
lead-technologies 

● Workshops
• AI4CE 2021 - First workshop at Neurips 2021 [NeurIPS 2021 page, Program, 

Event Summary]
• AI4CE 2023 - Second workshop at AAAI 2023 [Program, Event Summary, 

Photos, Video]
• AI4CE 2024 - Third workshop at AAAI [Program, Summary]

● AI Magazine’s special issue on AI and Credible Elections (Fall 2023)

● Contributed book in production [2025]
● PROMISE – PROMoting aI’s Safe usage for Elections, http://ai4ce.org/book

● Websites:
• AI4CE - http://ai4ce.org/
• Event details - https://sites.google.com/view/aielections/
• Presenter research - https://sites.google.com/site/biplavsrivastava/research-

1/ai-and-elections 

AI4CE @AAAI2023

https://groups.google.com/g/credible-elections-with-ai-lead-technologies
https://groups.google.com/g/credible-elections-with-ai-lead-technologies
https://sites.google.com/view/neurips2021workshop
https://neurips.cc/virtual/2021/workshop/21857
https://sites.google.com/view/neurips2021workshop/programme
https://www.linkedin.com/pulse/ai-credible-elections-brief-summary-neurips-2021-biplav-srivastava
https://sites.google.com/view/%20ai4ce-aaai2023
https://sites.google.com/view/ai4ce-aaai2023/programme
https://www.linkedin.com/pulse/ai-credible-elections-2-brief-summary-aaai-2023-biplav-srivastava/
https://drive.google.com/drive/folders/1SAONy0Nnwz4ec02EKLf95mzdGEqS_Eno?usp=share_link
https://youtu.be/I70FL6KhDag
https://sites.google.com/view/aielections/programme
https://www.linkedin.com/pulse/challenge-our-times-ai-technology-giving-accurate-biplav-srivastava-jwove/
https://onlinelibrary.wiley.com/toc/23719621/2023/44/3
http://ai4ce.org/
http://ai4ce.org/
https://sites.google.com/view/aielections/
https://sites.google.com/site/biplavsrivastava/research-1/ai-and-elections
https://sites.google.com/site/biplavsrivastava/research-1/ai-and-elections


Academic Research
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● [Vision] B. Srivastava, B. (2025). A Vision for Reinventing Credible Elections with Artificial Intelligence. 
Proceedings of the AAAI Conference on Artificial Intelligence, 39(27), 28616–28623. 
https://doi.org/10.1609/aaai.v39i27.35086 

● [Data] Common and frequently asked election questions from around the world, and when available, 
answers. [Github]
Kausik Lakkaraju, Sara Elizabeth Jones, Bharath Muppasani and Biplav Srivastava, A Dataset of 
Generalizable Election-Related Questions for AI Tools Compiled from Leading Global Democracies, AAAI 
2024 Workshop on AI and Credible Elections [AI, election data] [paper, slides]

● [Data] Voter FAQs for 50 US states [Data releasing soon]
Vipula Rawte, Deja N Scott, Gaurav Kumar, Aishneet Juneja, Bharat Sowrya Yaddanapalli, Biplav Srivastava, 
Do Voters Get the Information They Want? Understanding Authentic Voter FAQs in the US and How to 
Improve for Informed Electoral Participation, On Arxiv at: https://arxiv.org/abs/2412.15273, 2024 
[NLP,  Elections]

● [Chatbots] …

Details: https://sites.google.com/site/biplavsrivastava/research-1/ai-and-elections 

https://doi.org/10.1609/aaai.v39i27.35086
https://github.com/ai4society/election-dataset
https://drive.google.com/file/d/10Yz6zd0doM_Jt0BQ72O8yv1-7h5X12N8/view?usp=sharing
https://drive.google.com/file/d/1ATPKpCxkeb2w-To0uu7Mmq4t8fXWZX_Q/view?usp=sharing
https://arxiv.org/abs/2412.15273
https://sites.google.com/site/biplavsrivastava/research-1/ai-and-elections


And Talks
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● Invited talk titled "Promoting AI's Safe Usage for Elections" at invited talk at Elections Infrastructure 
Information Sharing and Analysis Center (EI-ISAC) Annual Summit, Annual Meeting, Orlando, June 21-24, 2026.

● Panelist at the Centre for AI: Social and Digital Innovation (Brunel University of London) event titled “Exploring 
the Influence of AI on the Electoral Process in the US and the UK” on Nov 13, 2024.

● Panelist at the University of South Carolina School of Law’s symposium titled “AI and Elections” on Oct 4, 
2024. Audience of 70+ from government, university and business (Post).

● Panel discussion on  titled "AI, Technology, Elections, and Democracy" at League of Women Voter South 
Carolina (LWV SC)'s 2024 State Council: Building Our Power meeting on 4th May 2024 at Columbia, SC. 
Audience of 50+ volunteers from across the LWV SC wards.

● Talk titled "AI and Elections: We didn't start the fire? .. But we may be able to help douse it!" at Rotary Club, 
Columbia, SC on 17 April, 2024. Audience of 40 professionals. (Post)

AI and Elections: We didn't start the fire? .. But we may be able to help 
douse it! [Rotary Club, Columbia; April 2024]

https://events.govtech.com/ISAC-Annual-Meeting
https://events.govtech.com/ISAC-Annual-Meeting
https://www.brunel.ac.uk/research/Centres/AI-Social-and-Digital-Innovation
https://www.eventbrite.co.uk/e/exploring-the-influence-of-ai-on-the-electoral-process-in-the-us-and-the-uk-tickets-1076451087179
https://www.eventbrite.co.uk/e/exploring-the-influence-of-ai-on-the-electoral-process-in-the-us-and-the-uk-tickets-1076451087179
https://sc.edu/study/colleges_schools/law/academics/conferences_and_symposia/ai_voting/index.php
https://www.linkedin.com/feed/update/urn:li:activity:7252738553066008578/
https://my.lwv.org/south-carolina-state/event/2024-state-council-building-our-power
https://www.facebook.com/biplav.srivastava/posts/pfbid02pYtvZCqeKtEBWiigd4YGCKUtP8FkoGGKTCGgTRDikB93p7Ms64iUpmD6d9NQqkQKl?notif_id=1713379645562772&notif_t=feedback_reaction_generic&ref=notif


Election processes: 

What is the State-of-the-art (SOTA)?
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Election Ecosystem
● Voters have: 

• Information: election process, when is the election, what are the issues, who are 
the candidates, who can vote, where to vote

• Means: ability to vote without pressure and fear, time-off to vote / remote voting
• Metrics : voter turnout (%) 

● Candidates have:
• Information : election process, about voters, election commission policies
• Means: finance, campaign material
• Metrics : money-spent

● Election commissions have:
• Information : candidates, voters, election technology, best practices 
• Means: finance, staff 
• Metrics: 

• elections held without incidents (violence)
• time-to-result declaration 
• cost-per-voter 

13



US Does Not Have SOTA in Elections!
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SOTA US Comments

Voters 969M (~1Billion) 162M Number of registered voters; 
India [1] US [2]

Candidates Upper-bound 
restricted

$4-5M Cost / candidate; India national 
election estimate -  $ 2-3M, 
US: by senate candidate in 
2026 [3] 

Election 
Commissions

1 day 3 days - months Time for election results to be 
released after counting starts

[1] https://www.pib.gov.in/PressReleasePage.aspx?PRID=2005189&reg=48&lang=2 
[2] https://www.statista.com/statistics/273743/number-of-registered-voters-in-the-united-states/ 
[3] https://www.fec.gov/data/spending-bythenumbers/ 

https://www.pib.gov.in/PressReleasePage.aspx?PRID=2005189&reg=48&lang=2
https://www.statista.com/statistics/273743/number-of-registered-voters-in-the-united-states/
https://www.fec.gov/data/spending-bythenumbers/


Information Gap Problem
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Common Reactions for AI (Elections)
● Misinformation, fake news
● AI generated content
● Bots
● Violence
● Mass hysteria
● ..
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Terminology
● Information disorder: misinformation, disinformation, malinformation

● Official information: 
• Providers required by law to give right and timely information – 

e.g., authoritative agencies (elected officials, election officials); and 
if they do not, they can be held accountable via legal means

• Owners of data (a person or company about themselves)



Common Reactions and Reality
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Human intentions on AI steroids
● In 2014, AI used in India national 

elections in a big way to engage with 
voters

● AI-usage has grown around the world
• By all stakeholders
• Beneficial usage is rising, but 

broadly, AI gets negative reaction
● In 2024 (year of elections), GenAI 

companies threw-the-towel refusing to 
answer election related queries!

● Misinformation, fake news
● AI generated content
● Bots
● Violence
● Mass hysteria
● ..



Where are the AI Companies?
● Missing in action (MIA)

• OpenAI declared that ChatGPT will defer election questions to human-curated 
Frequently Asked Questions (FAQs), even though it has one of the best 
performance in question-answer (QA) settings [3]

• Large language model (LLM) based chatbots have exhibited bias [4]; generally fail 
to guarantee correctness to any degree

● Not the first time AI has missed its Apollo moments !
• Example: During COVID-19 [5]

19

[3] OpenAI. 2024. How OpenAI is approaching 2024 worldwide elections. In https://openai.com/blog/how-openai-
isapproaching-2024-worldwide-elections. 
[4] Rozado, D. 2024. The Political Preferences of LLMs. arXiv:2402.01789.
[5] Srivastava, B. 2021. Did chatbots miss their “Apollo Moment”? Potential, gaps, and lessons from using collaboration 
assistants during COVID-19. In Patterns, Volume 2, Issue 8, 100308.

https://openai.com/blog/how-openai-isapproaching-2024-worldwide-elections
https://openai.com/blog/how-openai-isapproaching-2024-worldwide-elections


The Election’s Challenge
● Population and voters are increasing globally. But the voting percentage is stagnant.

● The voting turnout rate (62.8%, 2020) in the U.S. is very low in comparison with 
other countries [1].

● Voters are confused with information available, and information disorders, 
especially fueled by bad actors using AI, are making things worse

● Promoting voter participation using traditional approaches is often costly, time-
consuming, and yielding little to no results (change of +/- 1%).

● Hypothesis: Using technology for voter engagement, especially among seniors and 
youths, will increase participation [2]. 

[1] D. Desilver, Turnout in U.S. has soared in recent elections but by some measures still trails that of many other countries, 
https://www.pewresearch.org/short-reads/2022/11/01/turnout-in-u-s-has-soared-in-recent-elections-but-by-some-measures-
still-trails-that-of-many-other-countries/, PEW Research, 2022
[2] Bergan, D. E., Carnahan, D., Lajevardi, N., Medeiros, M., Reckhow, S., & Thorson, K. (2022). Promoting the youth vote: 
the role of informational cues and social pressure. Political Behavior, 44(4), 2027-2047.

https://www.pewresearch.org/fact-tank/2022/11/01/turnout-in-u-s-has-soared-in-recent-elections-but-by-some-measures-still-trails-that-of-many-other-countries/
https://www.pewresearch.org/short-reads/2022/11/01/turnout-in-u-s-has-soared-in-recent-elections-but-by-some-measures-still-trails-that-of-many-other-countries/
https://www.pewresearch.org/short-reads/2022/11/01/turnout-in-u-s-has-soared-in-recent-elections-but-by-some-measures-still-trails-that-of-many-other-countries/


Towards Solution
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A New Approach
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The Case for Official Information to
Tackle Information Disorders

Biplav Srivastava, A Vision for Reinventing Credible Elections with Artificial Intelligence, 
Thirty-Ninth AAAI Conference on Artificial Intelligence (AAAI-25), Philadelphia, USA, Feb 
2025, [AI, Elections]



The Case for Official Information
● Information disorder is prevalent 

• Why? – (hypothesis): Due to lack of understanding and effort to promote official 
information.

● Official information: When anyone, other than an official source gives 
information, it raises the risk of credibility for information and source involved
• The motive of secondary provider to provide accurate information is often questioned
• The freshness and accuracy of information has to be established
• Extreme analogy: When the state sentences a person, it is called justice; when a 

person punishes another, it is called a crime.
● Continuous efforts are needed to improve official information ecosystem: better 

collection, preservation and dissemination.
● Insight: Need to provide official data easily to AI tools that in turn can help 

stakeholders make better decisions.



The Election’s Challenge and a 
Possible Approach

Hypothesis: Using technology for voter engagement, especially among seniors and youths, 
will increase participation. 

Build Technology: CDC approach
● Collate: Collate good/ official information
● Distribute: Safely distribute in opinion and social networks 
● Comprehension: Make content easy to understand 

Build Collaboration Community: PROMISE



Collation of Election Data
Frequent questions and authentic Answers from

primary (Official) and user-controlled secondary sources
Distribution of Election Data

Control strategies for spread and evolution of 
official data in opinion networks

Comprehensible and Trusted Election Data
Collaborative Assistants (chatbots) for personalized and consumable content in terms of

language, structure and delivery with provable guarantees on accuracy for trust 

ResourcesTools
PROMote AI’s Safe usage for Elections (PROMISE) 

Community
Annual workshops, online group



Election Ecosystem and PROMISE Team
● Technology (AI)

○ Data (creation, access, provenance)
○ Improve competence (performance, robustness)
○ Transparency and explainability

● People
○ Needs and wants, behavior (individual)
○ Belief, Influence, … (group dynamics)
○ Diversity – culture, ethics (across the world)

● Human-AI collaboration
○ Human centered design
○ Improve access (for diverse backgrounds)

● Frameworks, Standards, Funding
○ Benchmarks and reference standards for tackling technical 

challenges without politicizing
○ NIST AI Safety Consortium

Stakeholders considered
• Voters (V): make choices
• Candidates (C): available

to make choices
• Election Commission (EC):

conduct election
Others, not considered
• Media
• Equipment vendors

(Technology, material,..)



Collating Official Data
1. Common and frequently asked election questions from around the world, and when 

available, answers. [Github]
Kausik Lakkaraju, Sara Elizabeth Jones, Bharath Muppasani and Biplav Srivastava, A 
Dataset of Generalizable Election-Related Questions for AI Tools Compiled from Leading 
Global Democracies, AAAI 2024 Workshop on AI and Credible Elections [AI, election data] 
[paper, slides]

2. Voter FAQs for 50 US states [Data releasing soon]
Vipula Rawte, Deja N Scott, Gaurav Kumar, Aishneet Juneja, Bharat Sowrya Yaddanapalli, 
Biplav Srivastava, Do Voters Get the Information They Want? Understanding Authentic 
Voter FAQs in the US and How to Improve for Informed Electoral Participation, On Arxiv 
at: https://arxiv.org/abs/2412.15273, 2024 [NLP,  Elections]
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https://github.com/ai4society/election-dataset
https://drive.google.com/file/d/10Yz6zd0doM_Jt0BQ72O8yv1-7h5X12N8/view?usp=sharing
https://drive.google.com/file/d/1ATPKpCxkeb2w-To0uu7Mmq4t8fXWZX_Q/view?usp=sharing
https://arxiv.org/abs/2412.15273


Voter FAQs (Global)

The number of queries collected from each country with the corresponding country name and source.
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Part 1: Collecting Data

A Dataset of Generalizable Election-Related Questions for AI Tools Compiled from Leading Global 
Democracies, AAAI 2024 Workshop on AI and Credible Elections [



● Query categories based on the 
stakeholders involved: voters, 
candidates, and Election 
administration / Journalists.
• Sub-categories: ‘What’, ‘How’, 

‘When’, and ‘Who’ questions.
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Sample generalized queries extracted from different sources with corresponding 
stakeholders, sub-categories, parameters, regions applicable, and reference to the country-

specific tab. The country codes for each country are shown in Table 1.

Data Sample - Voter FAQs (Global)
Part 1: Collecting Data

A Dataset of Generalizable Election-Related Questions for AI Tools Compiled from Leading Global 
Democracies, AAAI 2024 Workshop on AI and Credible Elections [[AI, election data] 



Voter FAQs (US)
Contributions
1. First dataset on Voter FAQs covering all the US states. 
2. Introduces metrics for FAQ information quality score (FIQS) with 

respect to questions, answers, and answers to corresponding 
questions. Metrics considers extendable set of dimensions - 
readability, summarization, topic coverage and sentiment. (Variants for 
voter Q/A, AI developers)

3. We use FIQS to analyze US FAQs to identify leading, mainstream and 
lagging content practices and corresponding states. 

4. We identify what states across the spectrum can do to improve voter 
FAQ quality and thus, the overall information ecosystem. 

Across all 50 U.S. states, 12% were identified as leaders and 8% as 
laggards for FIQSvoter, while 14% were leaders and 12% laggards for 
FIQSdeveloper

30

Vipula Rawte, Deja N Scott, Gaurav Kumar, Aishneet Juneja, Bharat Sowrya Yaddanapalli, Biplav Srivastava, Do 
Voters Get the Information They Want? Understanding Authentic Voter FAQs in the US and How to Improve for 
Informed Electoral Participation, On Arxiv at: https://arxiv.org/abs/2412.15273,  2024 [NLP, Elections]

https://arxiv.org/abs/2412.15273


Voter FAQs (US)
Guidelines that leaders do well, other can learn
1. Provide a reasonably large number of questions (typically ≥ 50) covering a broad set of topics (≥ five)
2. Have content in simple language
3. Provide precise and specific answers which are not too terse,
4. Reduce overlap across questions by reducing overlap of topics
5. Keep sentiment of content neutral.

31
Vipula Rawte, Deja N Scott, Gaurav Kumar, Aishneet Juneja, Bharat Sowrya Yaddanapalli, Biplav Srivastava, Do Voters Get 
the Information They Want? Understanding Authentic Voter FAQs in the US and How to Improve for Informed Electoral 
Participation, On Arxiv at: https://arxiv.org/abs/2412.15273,  2024 [NLP, Elections]

Part 1: Collecting Data

https://arxiv.org/abs/2412.15273


Modeling and controlling spread of official information in the 
presence of other data sources and actors

32

Part 2: Distribution of Data



Planning in Opinion Networks
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Expressive and Flexible Simulation of Information Spread Strategies in 
Social Networks Using Planning
Bharath Muppasani, Vignesh Narayanan, Biplav Srivastava, Michael N. Huhns

Proc. Thirty-Eighth Annual Conference of Association for Advancement of 
Artificial Intelligence - Demonstrations Track (AAAI-24 Demo), 2024
https://www.youtube.com/watch?v=Sn0FFTsTqXM 

Part 2: Distribution of Data

https://www.youtube.com/watch?v=Sn0FFTsTqXM


Learning for Intervention Planning (from Data)

34

Utilize state representations to transition from current state s_t to next state s_(t+1), enabling strategic interventions

Muppasani, B.; Nag, P.; Narayanan, V.; Srivastava, B.; and Huhns, M. N. 2024. Towards Effective Planning 
Strategies for Dynamic Opinion Networks. Neurips 2024

Part 2: Distribution of Data



Interaction With Official Data

35

On safe and usable chatbots for promoting voter participation
Bharath Muppasani, Vishal Pallagani, Kausik Lakkaraju, Shuge Lei, Biplav 
Srivastava, Brett Robertson, Andrea Hickerson, Vignesh Narayanan

AI Magazine, 2023
https://doi.org/10.1002/aaai.12109

Part 3: Chatbot for Interaction

https://onlinelibrary.wiley.com/authored-by/Muppasani/Bharath
https://onlinelibrary.wiley.com/authored-by/Pallagani/Vishal
https://onlinelibrary.wiley.com/authored-by/Lakkaraju/Kausik
https://onlinelibrary.wiley.com/authored-by/Lei/Shuge
https://onlinelibrary.wiley.com/authored-by/Srivastava/Biplav
https://onlinelibrary.wiley.com/authored-by/Srivastava/Biplav
https://onlinelibrary.wiley.com/authored-by/Robertson/Brett
https://onlinelibrary.wiley.com/authored-by/Hickerson/Andrea
https://onlinelibrary.wiley.com/authored-by/Narayanan/Vignesh
https://doi.org/10.1002/aaai.12109


Potential
A. Allows people to interact with data naturally
B. Can adapt content to user’s cognitive and 

learning ability (language/ dialect, style, mode – 
text / graphics/ audio, font, accent)

C. Make content easily available when needed

1. Biplav Srivastava, Kausik Lakkaraju, Tarmo Koppel, Vignesh Narayanan, Ashish Kundu, Sachindra Joshi, Evaluating Chatbots to Promote 
Users' Trust -- Practices and Open Problems, On Arxiv at: https://arxiv.org/abs/2309.05680, 2023 [Chatbot evaluation, AI Trust]

2. Biplav Srivastava, Did Chatbots Miss Their 'Apollo Moment'? A Survey of the Potential, Gaps and Lessons from Using Collaboration Assistants 
During COVID-19, To Appear Cell PATTERNS, Aug 2021. (Preprint on Arxiv: https://arxiv.org/abs/2103.05561, March 2021) [Chatbots, 
COVID]

Problems
A. Difficult to link output to input data 

sources (provenance)
B. Hard to control output (fragile)

a. May contain abusive language.
b. May exhibit bias.

C. Requires deep AI skills to build (costly)
D. Long development time to build (costly)
E. Lack of testing guidance (unreliable)

Potential and Problem with Chatbots
Part 3: Chatbot for Interaction

https://arxiv.org/abs/2309.05680
https://arxiv.org/abs/2103.05561


SafeChat
Key capabilities include: 
● for safety, 

(a) domain-agnostic, safe-design where only responses that are grounded and 
traceable to an allowed source will be answered (provenance) and 

(b) provision for do-not-respond strategies that can deflect certain user 
questions which may be harmful if answered; 

● for usability, 
(a) automated trust ratings to communicate the chatbot’s expected behavior on 

dimensions like abusive language and bias, and 
(b) automatic, extractive summarization of long answers that can be traced back 

to source; and 
● for fast, scalable, development, 

(a) a CSV-driven workflow, and 
(b) provision for automated testing and integration with a range of devices. 

37

We implement SafeChat into an executable framework using an open-source chatbot building platform, Rasa 

SafeChat Github: https://github.com/ai4society/trustworthy-chatbot

Part 3: Chatbot for Interaction



SafeChat-Elections-SC

38
Demonstration of SafeChat-Elections-SC:
https://ai4society.github.io/projects/chatbots_page/elections_2024.html

Part 3: Chatbot for Interaction



SafeChat - Election

39

ElectionBot for SC, built using the SafeChat approach, answering a question using the primary data source (left) but
needing a secondary data source (right) for another. Merging content increases question coverage but may make the chatbot
less trustworthy for some voters. Such a system will improve our understanding of content coverage v/s AI trust trade-off

Demonstration of SafeChat-Elections-SC:
https://ai4society.github.io/projects/chatbots_page/elections_2024.html

Part 3: Chatbot for Interaction



Call for Action (CfA)
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CfA: Technical
• Improve data ecosystem

• Election commissions are custodians of official data
• E.g., FAQs, candidate lists, voting procedures

• Invest in technology (AI) evaluation
• Disseminate results as official data

41



CfA : People
• Election officials
• IT companies
• Public - voters and 

candidates
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Technology in Elections: Code of Ethics – 
The 7 Easy Reckoner

Promoting Computing: (ACM –
https://www.acm.org/code-of-ethics)
1. Contribute to society and to human well-

being, acknowledging that all people are 
stakeholders in computing

2. Maintain high standards of professional 
competence, conduct, and ethical practice

Promoting Communication: 
(https://www.spj.org/ethicscode.asp)
3. Seek truth and report it
4. Be accountable and transparent

Promoting Model Citizenship Responsibility 
5. Minimize harm
6. Respect everyone’s view and give them 

space to express them
7. Honor people and their free will to votePROMISE – PROMoting aI’s Safe usage for 

Elections, 2025, by Springer Nature 
[Content details, Amazon]

https://www.acm.org/code-of-ethics
https://www.spj.org/ethicscode.asp
https://link.springer.com/book/9783031898525
http://ai4ce.org/book/
https://www.amazon.com/PROMISE-PROMoting-Safe-usage-Elections/dp/3031898524/


CfA: Process
• Aspire to be SOTA
• Benchmark existing processes based on metrics

• Launch competitions
• Engage research community
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Concluding Notes
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A Promising Future
● Elections were never perfect 

• Improving them is a continuous challenge.
• Resources and efforts needed.

● Consider AI as a tool of the times
• Too much focus is on information disorder.
• We need to improve the ecosystem of official information.
• Use AI tools, like planning methods and chatbots, along with official data, to 

improve understanding of official information.
• But we also need to increase focus on AI trustworthiness and increase safeguards 

against risks.
• Beyond elections, ongoing work in other areas impacting society

• Let us engage and co-create the possibilities !
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Beyond CDC and Elections
● Need to treat misinformation without losing user’s trust in factual 

information (skepticism)
● Emerging topic - narrative intelligence (NI)

● Individual pieces of information lead to narratives – an account of connected 
events, real or fictitious, as stories - circulating in everyday life

• Develop automated ways to understand and evaluate the meaning and implications 
of narratives

• Complement ongoing efforts in understanding and handling propaganda 
(concerned with multimodal and adversarial aspect of messages rather than NI’s 
focus on relational and temporal aspects)

• Invest in methods to build trust in AI methods 
• Beyond elections, advances will have broader positive impact in 

domains like public health, finance, transportation, and water.
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LEARN 
MORE HERE!

Contact Information

Biplav Srivastava 
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