
Incident Response (IR) 
Team Alerted by IRC

Incident Confirmed by 
Incident Response 
Commander (IRC)

IR  Phase  
Containment

IR  Phase  
Recovery

Incident Response Team Flowchart

At tempt   to   i dent i f y  
and  Secure
  Remove  any

backdoor s  used   to
ma in ta in
pe r s i s t ence .

  L i v ing  o f f   the  Land
( Lo t L )   te chn iques
inc lud ing  but  not
l im i ted   t o
Power she l l ,  Remote
Desk top  Pro toco l ,
W indows
Management
In s t rumenta t i on  &
Serve r  Message
B lo ck

E l im ina te
  The  presence  o f

IOCs   i n
env i ronment

IR  Phase  
Eradication

IR  Phase  
Identification

Information  
Coordination  &  

Response  
Review

IR Tech Team Lead 
coordinates team response

IR  Phase    
Lessons  Learned

Confirmed Incident

IR  Phase  
Preparation

Execute  
  Rev iew   r e l e van t

log s  and  a r t i f a c t s
to  dete rm ine   s cope
(o r   sp read )  o f
impac t

  Remova l  o f
compromi sed
mach ines   f r om
network  but  don ’ t
power  down

  Detach  backups
f rom  ne twork   t o
p reven t   i n f e c t i on

  Di sab l e   impac ted
accoun ts

  Fo rce  pas sword
changes  as
appropr i a te

Confirmed Incident

I den t i f y  and  
I nves t i ga te
  Con f i rm   i n i t i a l

no t i f i c a t i on  o f
inc iden t   (wha t   i s
t he   con tex t  and
c i r cums tances )

  I den t i f y
behav io r s  or
o the r   i nd i ca to r s
o f
compromi se ( IOC )

  I den t i f y  and
ut i l i z e   re l evan t
p l aybook   i f
a va i l ab l e

  I den t i f y  nex t
s teps   t o   s top  
sp read  and  
i n i t i a te  
con ta inment

I den t i f y  add i t iona l  
re sources  needed
  Pe r sonne l
  Equ ipment
  So f twa re

Confirmed Incident

Imp lement  
  any  prov ided

recommendat ions
fo r  mit i ga t i on
and   t a r ge t
ha rden ing

Schedu le
  a  vu lne rab i l i t y

a s se s sment  as
soon  as  poss ib l e
and  a
pene t r a t i on   t e s t
yea r l y

Es tab l i sh  and  
mainta in  
  i s o l a ted

in s tance  o f
re cove ry  da ta

  deta i l ed  as se t
and  accoun t
inven to r i e s

  Co l l e c t i on  o f
aud i t   l og s

  Automated
backups

  Automated
pa t ch
management

  DNS   f i l t e r i ng
se r v i ce s

Addres s  or  
remove :
  Dormant

accoun ts
  Unau tho r i zed

as se t s
  De fau l t

a c coun t  on
ente rp r i se
a s se t s  and
so f tware

Imp lement :
  Mul t i ‐Fac to r

Au then t i c a t i on
(MFA )   t o
pe r imete r
log i n s ,  ema i l ,
and  ex te rna l
a c ce s s  po in t s

  Admin
pr i v i l e ges
shou ld  on l y  be
on  ded i ca ted
admin
accoun ts

Prior to Attack

Communi ca te s  
  F ind ing s  and

iden t i f i ed  needs   to
Inc iden t  Response
Commander   ( I RC ) ,
I n c i den t  Hand l i ng
Team    Commander
( IHC )

Rev iews
  Work  o f   t eam   f o r

techn i ca l  accu racy
Suppor t s
  Team  ab i l i t y   to

emp loy  appropr i a te
re sponse
techn iques

Coord inates
  Prepa ra t i on  phase

as  appropr i a te

Confirmed Incident

Re image  
  F rom  known  good

backups  or ;
  Ut i l i z i ng  up ‐ t o ‐da te

s tab l e  opera t i ng
sys tem   (OS )  ve r s ions

Imp lement  
recommendat i ons  
  Dev i ce  o r  network

mi s con f i gu ra t i ons
  I n secu re  bus ine ss

p rac t i ce s  or  po l i c i e s

Confirmed Incident

I nv i te
  A l l  par t i e s   i n vo l ved

and  key  dec i s i on
maker s

Do  Not
  Look   fo r  or

es tab l i sh  b lame  on
ind i v i dua l s

Document
  Majo r   takeaways
  Recommendat ions

fo r   imp rovement   t o
p roces s

  Imp lementa t i on  o f
recommended
improvement s

Confirmed Incident

Post Attack

Leve rage
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w i th   the i r   s i gna tu re s  and  k i c k  o f f
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Post Attack

 Lead Information
Coordination & Response
Review

 Implement Preparation
actions as appropriate

 Lead investigative efforts
of IR team

Responsibilities
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Incident Response Commander Flowchart
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IRT ref investigation
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Team (separate workflow)
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Information received from IRC and 
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Law Enforcement
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Form Duplicate Link -  FOCAL (Finding Operational and Critical system ALignment) – Copy 
form 

FOCAL is the intellectual property of the Center for Internet Security* 

https://forms.office.com/Pages/ShareFormPage.aspx?id=S4m4DXpaMkSM3DmaOAe9oHgfeR-0ZttAhBp2mdGvpdJURFY0NUJSWVZHWFlQQVZLOE5XSjE1TTI5VC4u&sharetoken=6aQYjISyxb78wChuyNQ0
https://forms.office.com/Pages/ShareFormPage.aspx?id=S4m4DXpaMkSM3DmaOAe9oHgfeR-0ZttAhBp2mdGvpdJURFY0NUJSWVZHWFlQQVZLOE5XSjE1TTI5VC4u&sharetoken=6aQYjISyxb78wChuyNQ0


Enter Critical Function or Process Disaster Recovery Plan 

                                      This sample DR plan is the intellectual property of the Center for Internet Security* 

 Critical Function? ☐    Critical System? ☐ 

 

 

 

 

 

 

Name of System or Function What does it depend on? Name of Function/System 
 Choose an item.  
 Choose an item.  
 Choose an item.  

Name of System or Function What does it depend on? Name of Function/System 
 Choose an item.  

Name of System or Function What depends on it? Name of Dependent Function/System 
 Choose an item.  
 Choose an item.  
 Choose an item.  

Name of System or Function What does it depend on? Name of Function/System It Depends On 

Failure 

Critical System or  
Critical Function  

 Click or tap here 
to enter text. 

Necessary 
Equipment or 

Process  

 Click or tap 
here to enter 

text. 

Necessary 
Equipment or 

Process  

 Click or tap 
here to enter 

text. 

Necessary 
Equipment or 

Process  

 Click or tap 
here to enter 

text. 

Necessary 
Equipment or 

Process  

 Click or tap 
here to enter 

text. 

Equipment or Process 

Required for Operation of 

Critical System or Function 

 

Contact Person/Org & 
Phone Number 

 Click or tap 
here to enter 

text. 

Regulatory 
Requirements? 

YES 

NO 

Follow regs and then continue 
to next phase of DR plan 

Continue 

Post Failure Plan Contact: 
Failover to ;  

Resources shifted to 
Backup 

Click or tap 
here to enter 

text. 

Process/System 

Contact: 
Failover to ;  

Resources shifted to 
Backup 

Click or tap 
here to enter 

text. 

Process/System 

Contact: 
Failover to ;  

Resources shifted to 
Backup 

Click or tap 
here to enter 

text. 

Process/System 

Contact: 
Failover to ;  

Resources shifted to 
Backup 

Click or tap 
here to enter 

text. 

Process/System 

Contact: 
Failover to ;  

Resources shifted to 
Backup 

Click or tap 
here to enter 

text. 

Process/System 
Post Failure Plan 

Impact of Backup & 
Additional  Support 

Impact of Backup & 
Additional  Support 

Impact of Backup & 
Additional  Support 

Impact of Backup & 
Additional  Support 

Impact of Backup & 
Additional  Support 



Incident Handling Team 
Commander (IHC)

IHC Activates Incident 
Handling Team (IHT)
PIO, Finance, Legal

Incident Confirmed by Incident 
Response Commander (IRC)

Incident 
Recorder

PRIOR TO ATTACK PRIOR TO ATTACK

POST ATTACK

PRIOR TO ATTACK

POST ATTACK

PRIOR TO ATTACK

POST ATTACK

PRIOR TO ATTACK

POST ATTACK

PRIOR TO ATTACK

POST ATTACK

PRIOR TO ATTACK

POST ATTACK

Public 
Information 

Office

Coordinate with 
Emergency 

Management 
(EM)

Legal Coordinate 
with IRC

Finance/
Administration

Ensures Tasks 
Completion 

for IHT

•	Confirms and 
establishes comms 
chains for sit reps

•	Works with IHC and 
IRC  to establish 
comms POC for 
each IHT

•	Works with IHC and 
IRC to est. planned 
cadence for sitreps

•	Notates all incident 
activities

•	acts as single 
source of truth

•	Receives info from 
comms POCs

•	Sends out sitreps

•	Plans funding 
necessary for Disaster 
Recovery (DR)

•	Helps procure 
equipment necessary 
for DR plan

•	Coordinate and 
implement needed 
emergency 
incident response 
procurements

•	Identify funds 
available via 
emergency 
manmagement with 
local emergency 
manager

•	Becomes familiar 
with PCI-DSS, HIPAA, 
and CJIS, and general 
data breach law

•	Becomes familiar 
with existence and 
requirements of 
cyber insurance 
company or risk pool

•	Represents SLTT with 
Cyber Insurance

•	Coordinates breach 
notifications

•	Reviews external 
comms w/PIO

•	Establishes 
information sharing 
POCs for IRT and IHT 
which provide info 
to incident recorder

•	Plan and receive 
approval for 
sitrep cadence

•	Identify what 
equipment is needed 
for emergency 
procurement and 
initiate process

•	Ensure cohesion on 
public messaging ref 
attack and sitreps

•	Collaborate 
concerning status and 
expectations of Cyber 
insurance or risk pool

•	Develops external 
communication 
strategy should 
attack occur

•	Establishes defined 
process with incident 
recorder for receiving 
information

•	Coordinates with 
Incident Recorder 
to ensure single 
source of truth

•	Communicates 
externally to public 
ref incident

•	Establish contact 
with local EM 

•	Work with EM to 
identify state or 
federal resources 
and funding for 
cyber attacks and 
emergencies

•	Work with IRC and 
EM to review IR plan

•	Initiate procedures 
to acquire state or 
federal resources

•	Ensure Completion of 
IHT Pre-Attack Tasks 

•	Ensure Completion of 
IHT Post-Attack Tasks 

POST ATTACK

Incident Handling Commander Flowchart
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