
A casual scan of the headlines confirms that the global security landscape has become 
considerably more perilous in recent years. As a rapidly increasing list of new devices joins the work 
environment, the number and complexity of vulnerabilities are growing as well. Hackers and other 
malign actors are exploiting this new reality, with more than 70 percent of data breaches now 
occurring at an endpoint.1

Also expanding is the list of attack targets. Once largely focused on big enterprises like Sony or 
Target, hackers are today far less particular about whom they elect to strike. Smaller companies 
and organizations are now just as likely to be in the crosshairs. The management of this new reality 
is complex and fragmented. As a result, organizations are having to rethink how they operate to 
better ensure that they stay current and safe in an evolving threat environment.

SECURING YOUR WORKPLACE 
IN A CHANGING WORLD

Explore how NWN™, powered by Intel, can help safeguard your 
midmarket business from a new generation of hackers
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Three steps for managing security risk

Midmarket businesses and state, local, and education 
(SLED) organizations are among those that find 
themselves struggling to deal with the heightened 
security risk. As hackers turn their attention to these 
companies they are finding what the midmarket 
organizations are only beginning to realize: they are, by 
and large, unprepared, insufficiently protected, and in 
considerable peril. 

Historically, companies at this point in their evolution 
tend to be singularly focused on growth, which 
means running as lean as possible. Staffs are small 
by design and regularly asked to do more with less. 
Too often that growth mind-set has led to a limiting of 
security investment. The fear is that the new costs and 
processes will slow progress. Similarly, those working 
in education have also resisted, thinking additional 
firewalls and security demands would inhibit learning. 

But as these organizations have seen peers breached 
in recent years they have been forced, for the sake of 
the business, to rethink their stance. Where once they 
likely operated without an incident response plan, 
and in fact may not have even known whom to call for 
help, today they must be proactive about their security 
preparations. They must establish security standards 
from inside the company out. The new reality requires 
a culture in which security is understood to be a 
nonnegotiable priority, where every employee respects 
the threats, vulnerabilities, and steps necessary to 
safeguard the organization. 

While a growing number of midmarket companies and 
SLED organizations have come to accept that security 
can no longer be overlooked, knowing how to respond 
can still be a challenge. Here are three steps to help 
you address today’s security demands.

Step 1: Consider your endpoints

Valuable organizational information can be accessed 
at any number of your workplace endpoints. That 
means any of the devices and applications that connect 
to your company network. Think tablets, smartphones, 
cloud applications, printers, etc. As noted earlier, these 
vulnerable spots are proving increasingly popular 
targets for hackers.  

Securing your endpoints can be a challenge given the 
proliferating number you likely rely on. Also growing 
for many companies are the volume and variety of 
assets being sought by hackers. This can include 
proprietary information, intellectual property, product 
specifications, legal files, employee and customer data, 
and plans and schematics. For SLED organizations, 
that list includes important research details and 
results. The theft of any of this data can have real and 
potentially catastrophic consequences, especially for a 
midmarket organization still working to establish itself 
in the marketplace.

Step 2: Assess and upgrade your technology

After determining the profile and state of your 
endpoints, you will want to assess the tools you have 
in place to protect those endpoints. For many, you will 
find that your technology is inadequate to meet current 
threats and must be upgraded and modernized. 
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Top 5 questions 
to ask about 
endpoints

Taking stock of your 
endpoints is a vital step to 
greater threat awareness. 
So, treat your endpoints with 
the respect and care they 
warrant. Here are a few key 
questions to ask: 

1. How many of your 
employees are mobile or 
work remotely?

2. What devices and 
applications do they use?

3. How many devices do 
they use?

4. Are those devices 
vulnerable?

5. Even if you’re willing 
to accept the risk, 
are you OK with the 
consequences?

Software

Audit your existing solutions for effectiveness, vulnerabilities, upgrade 
path, and support. You are looking for security that is at least 95 percent 
effective in proactive and reactive protection and remediation. New 
tools could include behavior-based malware detection, which evaluates 
an object based on its intended actions before it can actually execute 
that behavior. Attempts to perform actions that are clearly abnormal or 
unauthorized would indicate the object is malicious, or at least suspicious. 

Protection against fileless malware is also a good move. Fileless malware 
is a variant of computer-related malicious software. It lives exclusively as 
a computer memory–based artifact, such as RAM. This variety of malware 
does not write any part of its activity to the computer’s hard drive, making 
it resistant to anticomputer forensic strategies.

Also consider whitelisting as it is more effective than blacklisting. A 
computer blacklist details only known malicious or suspicious entities that 
should not be allowed access, or running (execution) rights, in a system or 
network. A whitelist, on the other hand, identifies all acceptable entities 
(software applications, email addresses, users, etc.) and blocks everything 
else. If anomalies are detected, it reboots the device to a secure, offline 
state and notifies IT. Recent breakthroughs in the automation of whitelists 
have made it effortless for IT departments to use and more effective.

Hardware

Aging hardware is a critical vulnerability for many organizations. Hardware 
security can refer to a device used to scan a system or monitor network 
traffic. Such devices might include hardware firewalls and proxy servers. 
Hardware systems can typically provide greater security than software 
can, while bringing an additional layer of security for important systems.

The best approach is to specify purpose-built, hardware-level security 
features on all equipment. This standard is likely to require upgrades of 
current systems to ensure that you can access new and advanced security 
features such as multifactor authentication (MFA) and whitelisting, 
among others. 

In some cases, you may not be in a position to upgrade your existing 
systems due to cost, urgency, or other circumstances.  Device 
procurement, configuration, and management can take up a sizable 
amount of technology resources. IDC estimates that about 22 percent of 
technology budgets are spent on devices, a number that is only expected 
to increase.2

If this describes your business, you might consider device as a service 
(DaaS). DaaS helps streamline device life-cycle management and mitigate 
cybersecurity threats. It fosters insight into device life-cycle status by 
managing security and refresh cycles, while minimizing the demands on 
your internal IT resources. DaaS also lets you scale devices up or down 
as needed, more easily upgrade to new technologies, and more quickly 
refresh devices.
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Devices

With cybersecurity no longer an afterthought, you will 
choose the devices for your organization differently. 
Cost will always be a consideration, but it is critical that 
your technology investments offer the latest features 
and capabilities for enhanced security. In its 2017 
breach report, Verizon noted that 81 percent of hacking-
related breaches relied on stolen or weak passwords.3

Some key innovations getting attention today include 
secure booting, trusted execution environments, 
integrated self-healing BIOS* chips, and security 
screens. MFA was mentioned earlier and is fast 
becoming a baseline security requirement for many 
companies. It requires users to provide another 
means of identification beyond just a passcode, such 
as an SMS code, fingerprint, or facial recognition 
scan. Intel® Authenticate technology represents one 
example. It provides hardware-based multifactor 
identity authentication that also works with the 
operating system (OS) to reduce exposure to 
software-level attacks.

Your response should also include an eye toward 
simplifying your device life-cycle management. 
DaaS can help here as well as the service resolves 
the concerns of stand-alone technology and siloed 
device environments by creating an end-to-end asset 
management solution.

Step 3: Find the right security partner

The security question is both urgent and complex, 
making it difficult to know how best to proceed. 
Engaging the right security partner can go a long way 
toward safeguarding your business and freeing your 
internal resources to remain focused on moving your 
business forward.

But just as with the technology itself, the choices you 
make matter greatly. Be assiduous and discriminating 
about pedigree and fit. If possible, limit your options 
to companies that can verify that they are a qualified 
security Statement on Standards for Attestation 
Engagements (SSAE) SA16-certified managed services 
provider (MSP), which means that they comply with 
the new service organization reporting standard. 
Moreover, ensure that they bring experience in your 
given market.

The right partner will help you conduct regular 
assessments of your security posture. The frequency 
is important as hackers are tirelessly looking 
for new ways to exploit your systems. As part of 
their review, your partner will locate existing or 
nascent vulnerabilities across the company, making 
recommendations for how best to resolve them.   
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Evaluate and reduce risk with NWN

NWN helps customers solve business problems with proven, relevant 
IT solutions and services. Security is a critical piece of our managed 
services and help desk expertise.

At NWN, we provide a seamless, one-stop security solution. That 
means we are able to free you from the cost and complexity of 
building a security response piecemeal (i.e., this technology from 
that vendor, that technology from this other vendor). We can 
design, install, and maintain your security program, operating as an 
extension of your IT team.

Unlike other companies that seek to be a clearinghouse of solutions, 
NWN focuses on a limited set of security products to which we can 
bring expertise tested in real-world applications and use cases.

Unlock insights with a needs assessment

As noted earlier, most data breaches originate at 
an endpoint. So, NWN always starts with a detailed 
assessment of your security status and needs 
and a health check of the endpoint devices in your 
environment. The value-based evaluation addresses 
the most common endpoints and applications 
that could be affecting the performance of your 
key business applications. In addition, the NWN 
assessment provides you:

• Device security compliance status

• Vital help desk metrics

• Overall FTE productivity information as it relates to 
     your industry and geography

• Industry efficiency peer comparisons

• Health status of your current endpoint environment

• Device power consumption assessment

• Software usage information

• Laptop battery life health and metrics

• CPU utilization status

• Hard-drive metrics

• Logistics and deployment efficiency

• An overview to identify and quantify overall  
     support costs

• A baseline operational analysis

• Relevant data to make informed business decisions

The insights drawn from the assessment empower you 
to make more informed decisions by including the prob-
able downstream effects of the identified issues and 
recommendations for remediation.

NWN also harnesses the Proactive Management 
capabilities of HP Device as a Service (HP DaaS). HP 
DaaS provides predictive analytics and device insights 
to help you boost productivity and optimize uptime for 
devices. Its reports, incident tracking, and consolidated 
cloud-based dashboard help you track hardware and 
software inventory and monitor device health.4 

You can leave the securing, monitoring, and 
management of your multi-OS devices to our 
specialized HP Service Experts. By using HP TechPulse 
and industry-leading technology, they can anticipate 
and fix problems before they impact your business—
freeing your IT staff to focus on other priorities. 

Finally, every conversation we undertake with you 
about endpoints is standards based. Our aim is to 
provide the clearest picture possible of your current 
threat risk. The assessment results can form the 
foundation of your security response, while enabling 
IT to make a compelling, detail-oriented business case 
to senior management for upgrading existing security 
technologies. NWN is also able to deploy quickly as we 
already have a shared understanding of your present 
security status and needs.
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The power of partnership

In addition to an integrated security solution stack, NWN brings critical strategic relationships 
with key industry leaders to assess and integrate the most appropriate security solutions for 
edge devices, notebooks, and desktops. Intel plays an especially important role, serving as a 
vital engineering ally through its deep reservoir of knowledge and technology leadership, even 
routinely joining NWN in customer meetings.

NWN also relies on a range of innovative Intel® technologies, each one playing a role in NWN’s success at helping 
customers achieve greater security peace of mind.
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Safeguard your success with enhanced security
Workplace security risks have grown both more numerous and more acute. Today’s midmarket companies and SLED 
organizations are finding that they are especially vulnerable. After years of believing themselves outside the interest 
of hackers, they are seeing others like themselves breached and are facing the sobering reality that they are not 
adequately prepared to protect their systems and assets. The threat is real—as is the urgency to respond. NWN is 
ready to help. 

Learn more about NWN at nwnit.com.

Intel® vPro™ technology

The Intel vPro platform is comprised of Intel® hardware, 
technologies, and solutions that form the building 
blocks for premium business computing. The platform 
delivers hardware-enhanced security features that 
are harder to break than software-only solutions and 
strengthen endpoint security with a deeper layer of 
built-in protection. The following technologies are all 
included as part of the Intel vPro platform.

Intel® Authenticate technology

Intel Authenticate technology provides easy-to-deploy 
end-to-end hardware-enhanced identity protection and 
customizable MFA. In practice, it enables a business to 
define a PC log-in policy requiring two or more proofs of 
identity. The log-in policy and identity proof points are 
stored in hardware. 

Intel® Active Management Technology (Intel® AMT)

Intel Active Management Technology enables your 
IT managers to discover, repair, and help protect 
networked computing assets. You also save time with 
remote maintenance and wireless manageability, and 
simplify computer life-cycle transitions with secure 
drive wiping. 

Intel® Stable Image Platform Program (Intel® SIPP)

Security-enabled endpoints are essential for digital 
transformation; you have to be able to trust the devices 
being deployed. The Intel Stable Image Platform 
Program helps you manage life-cycle complexities by 
stabilizing key components and drivers for 15 months 
or until the next platform release. This helps you avoid 
network or software compatibility problems when 
deploying a less stable computing infrastructure.
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