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CIS Controls Intro

Best Practice * Prioritized set of defensive actions
Guidance « Allows you to build and improve your cybersecurity program

Developed by » We use a consensus-based process for soliciting feedback
Cybersecu rity Experts and using it for future versions of the Controls.

Globally Recognized - Over 500,000 downloads since CIS took the reins

Internationally « Adopted by ETSI
Adopted « 60%+ International adoption
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@?& Earlier Controls History

{ ) a‘ NSA/DoD Project

CSIS The Consensus Audit Guidelines (CSIS)

NANY “The SANS Top 20” (the SANS Institute)

The Critical Security Controls (CCS/CIS)

(© cIs Controls
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. CIS Controls v8.1
18 Top-Level Controls and 153 Safeguards

Inventory and Control of Continuous Vulnerability Network Monitoring
Enterprise Assets Management and Defense

@) sateguards: < (4 m € sefeguards: 1 (i

Inventory and Control of AuditLog Security Awareness
Software Assets Management and Skills Training

@) sateguards: 11 @iz @ sareguards: 11 (88

Data Email and Web Browser Service Provider
Protection Protections Management

@) suteguards: o1 @) o> @ - 144 @ setequards: <1 (27 € setequards: 1 (i

Secure Configuration of Malware Application Software
Enterprise Assets and Software Defenses Security

@ saiequards: 1 @i o2 §iD - 22 @ sateguards: 1 (3 €D safeguards: 11 (04

Account Data Incident Response
Management Recovery Management

© sateguaris: 1 (@5 @) sateguaris: 11 (58

Access Control Network Infrastructure Penetration
Management Management Testing

Proprietary - @ saicguards: 11 (18 @ saieguards: 11 (05
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Implementation Groups (IGs)




(CIS@ Implementation Groups (IGs)

* IGs are based on
the risk profile and
resources an
enterprise has
available to them
to implement the
CIS Controls

- Every enterprise
should start with
1G1

Proprietary

n

@

The number of Safeguards an enterprise is
expected to implement increases based on
which group the enterprise falls into.

IG3

I1G3 assists enterprises with T secunity experts to
secure sensitive and confidential data. 1G3 aims to
prevent and/or lessen the impact of sophisticated
attacks.

153

TOTAL
SAFEGUARDS

AN

23

SAFEGUARDS

1G2

1G2 assists enterprises managing IT infrastructure
of multiple departments with differing risk profiles.
1G2 aims to help enterprises cope with increased

operational complexity.

74

CAFECIIARDC
SAFEGUARDS

IG1

I1G1 is the definition of essential cyber hygiene and
represents a minimum standard of information
security for all enterprises. 1G1 assists enterprises
with limited cybersecurity expertise thwart general,
non-targeted attacks.

56

SAFEGUARDS



'CIS. 1G1 Backed by Data

What is the Security Value?
“The benefit”

The benefit a CIS Safeguard
provides in defending against
an individual attack,

or group of attacks.

Takeaway

CIS Safeguards can defend
against 90% or more of
ATT&CK (sub-)techniques
in each attack type.

IG1 CIS Safeguards can defend
against 77% or more of ATT&CK
(sub-)techniques in attack type.

Proprietary

IG1 CIS Safeguards
IG1 can defend against XX%

All CIS Safeguards

CIS Safeguards can defend against

Top 5 Attacks of ATT&CK (Sub-)Techniques XX% of ATT&CK (Sub-)Techniques
Malware 17% —> 94%
Ransomware 78% —> 92%

Web Application Hacking 86% — 98%
Insider Privilege and Misuse 86% —» 90%
Targeted Intrusions 83% —» 95%

All percentages are based on ATT&CK (sub-)techniques assigned to an ATT&CK mitigation.
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Mappings
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. Security and Compliance
Assisting enterprises who are working with other frameworks

Frameworks Provided with
CIS Controls Mapping

Industry Frameworks
Referencing CIS Benchmarks

]
M a I n s Australian Signals FFIECCAT NERC-CIP S0C 2 DISA STIGs FISMA
Directorate
Essential Eight
Azure Security GSMA FS 31Baseline New Zealand Information TSA Security Defense FedRAMP PCI DSS
Benchmark v3 Security Controls Security Manual v3.5 Directive Pipeline
» CIS is committed to
. oy . CISA Cybersecurity HIPAA NYS Department of UK Cyber Essentials FFIEC
|nte ro pe rablllty Wlth Other Performance Goals (CPGs) Financial Services 23
. NYCRR Part 500
I n d u Stry fra m eWO rkS CMMC ISACA COBIT19 NIST CSF UK National Cyber Security
1 Centre (NCSC) Cyber
» CIS maps to a variety of et
secu rlty standards and Criminal Justice 10 27001:2022 NIST SP 800-53 R5
Information Services (CJIS)
frameworks
1 CSA Cloud Control ISO/IEC 27002:2022 NIST SP 800-171
« Join the CIS Controls i
Mapping Community on
Cyber Risk Institute (CRI) MITRE ATT&CK v8.2 PCI DSS
CIS WorkBench Profle 2

For mappings, please visit https://www.cisecurity.org/controls/cis-controls-navigator/

For our mappings community, please visit https://workbench.cisecurity.org/communities/94

Proprietary
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®

CIS Controls Navigator

Assisting enterprises who are working with other frameworks

Mappings

[] Australian Signals Directorate's ‘Essential Eight'

See details

[] cisa cybersecurity Performance Goals See details
] csA Cloud Controls Matrix v4 See details

[] GSMA Fs:31 Baseline Security Controls v20 See details
[] 1sacacoBiT 19 see details

] New zealand information Security Manual v3 5

See details

[] ST sP 800-171 See details

[] North American Electric Reliability Corporation-Criticat
Infrastructure Protection Standards (NERC-CIP

Standards) See details
[] Pciva see details

[] uKMNCSC Cyber Assessment Framework See details

Azure Security Benchmark v3 See details

CMMC v20 See details

Cyber Risk Institute (CRI) Profile v1.2 See details

Healthcare and Public Health Sector-Specific

Cybersecurity Performance Goals See details

ISO/IEC 27001:2022 & 27002:2022 Information Security

Controls See details

NIST CSF 10 See details

NIST SP 800-53 Revision 5 Low Baseline See details

NYDFS Part 500 See details

50C 2 See details

UK NCSC Cyber Essentials v2.2 See details

D CISA Cross-Sector Cybersecurity Performance Goals

See details

[] criminal justice Information Services (C1IS) Security

Policy See details

[ Federal Financial Institutions Examination Gounci
(FFIEC-CAT) See details

[ Hipaa see details

[] MITRE Enterprise ATTECK vB.2 See details

[ mist cs 20 see details

[] NIST SP 800-53 Revision 5 Moderate Baseline

See details

[] pcivazi see details

[ Tsa Security Directive Pipeline-2021-02 See details

Proprietary
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Creaiing Confidence in the Connected World.,

CIS Controls Navigator ve.1

CIS Critical Security Controls
Navigator

Want to see how the CIS Critical Security Conftrols fit into
your broader security program? Use our CIS Controls
Navigator to explore how they map to other security
standards.

CIS Controls v81

CIS Hardened Images*@  Support =1 CIS WorkBench Sign In & _

SOLUTIONS v~

INSIGHTS ¥ COMPANY ~  JOINCIS v

Follow these steps to get started with the CIS
Controls Navigator

CIS Control 1 - Inventory and Control of Enterprise Assets m

Select your version of the CIS Controls

Select which version of the Controls you are cumrently using. For earlier
versions no longer supported on the Controls Navigator, select the
aption to access WorkBench.

Currently viewing v8.1

HIDE UNSELECTED SAFEGUARDS -2

5/5 Safeguards

B Safeguard 1.1: Establish and Maintain Detailed Enterprise Asset Inventory v
B Safeguard 1.2: Address Unauthorized Assets v
B Safeguard 1.3: Utilize an Active Discovery Tool v
B Safeguard 1.4: Use Dynamic Host Configuration Protocol (DHCP) Logging to Update Enterprise Asset Inventory v
% Safeguard 1.5: Use a Passive Asset Discovery Tool v
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Cost of Cyber Defense: Implementation
Group 1 (1G1)
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S. The Cost of Cyber Defense Dilemma

Have You Ever Asked These
Questions? Cost of Cyber Defense for IG1

L Which Safeguards to Start _ _ _
With? /\’ Strategic Planning ° Leadership Buy-In
Identify the right Safeguards for your

S Data-driven resource for security roadmap planning Evidence to secure executive and board support
organization
’ Proactive vs. Reactive u Budget Forecasting
. ) Shift from emergency spending to proactive Plan and allocate resources with confidence and
02 Which Tools Will Be investment clarity

Needed?
Tools required to implement each
protection

Which Protections to Start With Tools to Implement Protections

CIS Controls 1G1 safeguards prioritized for your

organization Specific technologies mapped to each safeguard

03

$ How Much Will It Cost?

Get a clear picture of

) VI Approximate Implementation Cost Data-Driven Answers
implementation investment $ u

Data-backed cost estimates for planning and Answers the critical questions leadership needs to
budgeting act



Breaking It Down By Tool

- 56 Safeguards
* 16 tools
* 10 policies

- Defends against
over 70% of
techniques used in
the top five attack

types

Proprietary

Category

Asset Management

Data Management

Secure Configurations

Account and Access
Control Management

Vulnerability
Management
Log Management
Malware Defense
Data Recovery

Security Training

Incident Response

Tool

Enterprise Asset Management Policy/Process
Enterprise and Software Asset Management Tool
Software Asset Management Policy/Process

Service Provider Management Tool

Data Management Policy/Process
Data Management Tool
Data Disposal Tool

Encryption Tool

Secure Configuration Policy/Process
Configuration Management Tool

Firewall

Account and Credential Management Policy/Process
Identity and Access Management Tool
Password Management Tool

Multi-Factor Authentication Tool

Vulnerability/Patch Management Policy/Process
Vulnerability/Patch Management Tool

Log Management Policy/Process

Log Management Tool

Anti-Malware Software

DNS Service/Server

Data Recovery Policy/Process

Data Backup and Recovery Tool

Security Training and Awareness Policy/Process

Security Training and Awareness Tool(s)

Incident Response Planning

Safeguards
il
11 12
21
151
31
3.2
35
3.6
41 4.2
4.1 4.2
44 45
6.1 6.2
33 3.4
5.2
6.3 6.4
L1
7.2 7.3
8.1
8.2 8.3
101 102
9.2
111
112 113
141
142 143
171 172

21 22 23 9.1 12.1

43 46 47 54 10.3

6.5

74

114

144 145 146 147 148
17.3 15



How to Calculate Cost
Tooling

- Majority of tools are priced one of five ways
— Number of Employees
— Number of Users
— Number of Workstations
— Number of IT Administrators
— Size of Log Data

* Types of Tools
— Commercially-supported
— Open-source
— No-cost (free)

Proprietary
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How to Calculate Cost
|G1 Enterprise Profiles

c1s

®

* Create Model Tiers (IG1 Enterprise Profiles)
— No two enterprises will be the same!
— Guidance, but not absolute calculations
— Cyber/Information Technology budgets will vary
— Can estimate per person ($5,000 pp)

Company  Employee  NumberofiT  Numberof  Numberof Number Size of Annual Annual IT Annual Cyber-
Size Count Staff Servers  Workstations  of Total Logs* Revenue Budget (5%) security Budget
Systems (20% of IT
Budget)
5 0-100 GB/
Tier 1 1to 10 1 1to2 1to12 1t014 Month $0-$5,000,000 $0-5250,000 $0-5$50,000
Tier2  10to 100 1t02 2t05 1210115 14to120 ~ 100-300  $5000,001-  $250,001- $50,001-

GB/Month ~ $50,000,000 $2,500,000 $500,000

Upto 1,500 $50,000,001-  $2,500,001- $500,001-
Tier 3 100 to 999 21010 5to50 115t01,149 120to01,199 GB/Month  $500,000000  $25,000,000 $5,000,000
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How to Calculate Cost
Things to Keep in Mind

‘ Every tool has its pros/cons
' Open source does not equal free

No-cost tools still come with a cost

Each enterprise is different

' Sometimes, a tool can be multi-purpose (e.g., A tool used in IT, also used by the Security
Office)

‘ Tool is the enabler, not the decider on whether or not to implement a Safeguard

Proprietary
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IS. How to Calculate Cost

The Results

Category

Asset Management
Data Management
Secure Configurations

Account and Access Control Mgmt.

Vulnerability Management
Log Management

Malware Defense

Data Recovery

Security Training

Incident Response

TOTAL

Proprietary

Cost Range Tier1
Max Cyber Budget: $50,000
No-Cost Low High
S0 $556 $2,044
S0 $1,148 514,566
S0 $968 $9,008
S0 S1579  $4,025
S0 $345 $1,969
S0 $88 $2,520
S0 $452 $1,399
S0 $650 $2,143
S0 $120 $450
S0 S0 S0
S0 $5,906 $38,124

Cost Range Tier2
Max Cyber Budget: $500,000
No-Cost Low High
S0 $690 $3,896
S0 S11,192  $41,918
S0 $4,710 547,494
S0 $7,063  $39,240
S0 $845 $7,200
S0 $632 510,866
S0 $5591  $10,799
S0 $2925  $11,888
S0 $1,440  $3,660
S0 S0 S0
S0 $35,088 $176,961

Cost Range Tier 3
Max Cyber Budget: $5,000,000
No-Cost Low High
S0 $790 $18,414
S0 $87,027  $387,867
S0 $18,138  $269,263
S0 $29,412  $388,728
S0 $5285 564,746
S0 $3,543  $54,000
S0 $44,870 $107,898
S0 $28,275 $118,701
S0 $3,420  $36,570
S0 S0 S0
S0  $220,760 $1,446,187

IG1 can be implemented for a relatively low cost and small number of tools

19
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The Cost Broken Down By Tool

Tool Cost Range Tier 1 Cost Range Tier 2
No-Cost Low High No-Cost Low

Enterprise Asset Management Policy/

Process 50 >0 >0 50 >0

Enterprise and Software Asset

Management Tool 50 5400 51,549 50 5195

Software Asset Management Policy/

Process 50 >0 >0 50 >0

Service Provider Management Tool S0 $156 $495 S0 $495

SUBTOTAL S0 $556 $2,044 S0 $690

Proprietary

High
S0
52,600

S0
$1,296
$3,896

No-Cost

$0

S0

$0
$0
$0

Cost Range Tier 3

Low

S0

$295

S0
$495
$790

High
S0
516,474

S0
$2,940
$18,414

20



(CIS@ Mappings to Tools/Resources

For CIS and MS- and EI-ISAC Offerings

Category

Asset
Management

Data
Management

Secure
Configurations

Account and
Access Control

Management

Tool
Enterprise Asset Management
Policy/Process

Enterprise and Software Asset
Management Tool

Software Asset Management
Policy/Process

Service Provider Management
Tool

Data Management Policy/
Process

Data Management Tool

Data Disposal Tool

Encryption Tool

Secure Configuration Policy/
Process

Configuration Management Tool

Firewall

Account and Credential
Management Policy/Process

Identity and Access
Management Tool

Password Management Tool
Multi-Factor Authentication Tool

Proprietary

Safeguards
11

11,12,21,22,
23,91,121

21

151

31

32
35
36

41,42

41,42,43,45,
47,54,103

44,45

6.1,62

33,34,51,53,
54

52
6.3,6.4,6.5

CIS, MS/ESAC Tools

CIS Controls Enterprise Asset Management Policy Template
CiS Controls Asset Tracking Spreadsheet

CIS Controls Software Asset Management Policy Template

CIS Controls Data Management Policy Template

CIS Controls Asset Tracking Spreadsheet

CIS Controls Secure Configuration Management Policy Template

CIS Benchmarks™ (PDF versions) - Best Practice Guidance

CIS-CAT™* Lite - Tool for implementing Best Practice Guidance

CIS SecureSuite® Membership (Includes CIS-CAT" Pro, CIS Build Kits, and
CIS Benchmarks™ in Word, Excel, XML versions) - No-Cost to SLTTs™

CIS Hardened Images®

CIS Benchmarks™ (PDF versions) - Best Practice Guidance

CIS-CAT" Lite - Tool for implementing Best Practice Guidance

CIS SecureSuite” Membership (Includes CIS-CAT" Pro, CIS Build Kits, and
CIS Benchmarks™ in Word, Excel, XML versions) - No-Cost to SLTTs - Best
Practice Guidance

CIS Hardened Images”

CIS Controls Account and Credential Management Policy Template

CIS Controls Password Policy Guidance

Category

Vulnerability
Management

Management

Malware
Defense

Data Recovery
Security

Training

Incident
Response

Tool Safeguards
Vulnerability/Patch 11
Management Policy/Process
Vulnerability/Patch 72,1374
Management Tool

Log Management Policy/ 81
Process

Log Management Tool 8.2,83
Anti-Malware Software 10.1,10.2
DNS Service/Server 9.2

Data Recovery Policy/Process 111

Data Backup and Recovery Tool 112,113,114

Security Training and Awareness 14.1
Palicy/Process

Security Training and Awareness 14.2,14.3,144,

Tool(s) 14.5,14.6,14.7,
148
Incident Response Planning 17.1,17.2,17.3

CIS, MS/EHSAC Tools

C15 Controls Vulnerability Management Policy Template

C15 Controls Audit Log Management Policy Template

C15 Benchmarks™ (PDF versions) - Best Practice Guidance

CIS-CAT" Lite - Tool for implementing Best Practice Guidance

C1S SecureSuite” Membership (Includes CIS-CAT" Pro, CIS Build Kits, and
C15 Benchmarks™ in Word, Excel, XML versions) - No-Cost to SLTTs

C15 Hardened Images®

C15 Endpoint Security Services (ESS) - SLTTs only

MS-ISAC" and E-ISAC® Service: Malicious Domain Blocking and Reporting
(MDBR) service - MS-/EIHSAC Members only

CIS Controls Data Recovery Policy Template

CIS Controls Security Awareness Skills Training Policy Template

MS-ISAC" Advisories/Newsletter Subscription - Available to everyone
MS-ISAC" Cybersecurity Awareness Toolkit - SLTTs only

MS-ISAC" and EI-ISAC® Service: Cyber Incident Response Team (CIRT) -
SLTTs anly
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@ CSP and MSP Considerations

. Environmental Shift ;o‘ Shared Responsibility Model . Service Offerings
. Strictly on-premise environments are a thing of the past . "Who is responsible for what and when?" . One tool or service can cover multiple Safeguards
. Hybrid environments are now the norm . Especially critical to define before an incident occurs . Some services offered (e.g., Threat Intelligence) may
«  Best way is through contracts/agreements fall outside the scope of Controls
. Policy templates generally not outsourced
. Not all services will be fully covered by a CSP and/or
MSP
N . Cost of Cyber Defense v1.1
$ Cost is Highly Variable ‘_-p Crossover of Budgets “ Highlights
. Dependent on number of end-users, endpoints, . Budget structures vary with MSPs and CSPs . Accounts for hybrid and multi-tenant environments
applications, and scope of services «  Some tools may reside with IT but be used by Security, +  Includes mapping to maijor cloud providers:
. Cost calculations are complex and vice versa AWS, GCP, and Azure
. Dependent on volume of data accessed, stored, . Shared budget line items are also common . Designed to reflect today's complex enterprise
or transmitted to a service provider . Can be beneficial for organizations with smaller environments
cybersecurity budgets . 100% of Safeguards can be outsourced to an MSP
. IT can purchase more expensive tooling that is . 80% of Safeguards can be outsourced to a CSP

also leveraged by the security team

Proprietary




<(I/?S® Key Takeaways

- The data provided within the report gives end users a guide for
budget forecasting as it pertains to the tools available

 The tool itself is the enabler, not the decider on whether to
implement a Safeguard

* IG1 can be implemented for a relatively low cost and small
number of tools

Proprietary
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A Practitioner's Approach to
Implementation




Good guidance exists. Implementing it is another story.

<CIS® The Practice Gap

The organizations under the most pressure — school districts, local
governments, small businesses, nonprofits — face the same threats as the

enterprise with a fraction of the staff, budget, and expertise.

No slack in the budget

Every tool and every hour A single misstep can mean a
competes with the mission they breach, a failed audit, or lost

No dedicated staff

Security is one more hat worn by
an IT generalist — or no one at

all. actually exist to serve. funding.

Proprietary
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c1s

. One Organization, Many Rulebooks
The same control, re-documented in a different dialect for every framework

Almost no one answers to the CIS Controls alone. A typical organization is simultaneously accountable to:

CIS Controls v8.1 NIST CSF 2.0 NIST 800-171 / CMMC HIPAA Security Rule

PCI DSS State & Sector Mandates Cyber Insurance Forms

The hidden cost: The underlying controls of these frameworks share significant common ground, yet keeping
that alignment current across frameworks remains a largely manual process, one that requires ongoing attention
as frameworks evolve.

Proprietary
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c1s

. From Safeguard to Tool

Knowing a Safeguard exists is not the same as knowing what satisfies it

What the guidance gives you What you still have to answer

+ 56 IG1 Safeguards to implement

« ~16 categories of tooling

* 10 supporting policies

* A mapping of Safeguards to tool types

Vs

Which specific product satisfies which Safeguard?
Where does one tool cover several at once?
Where am | paying twice for the same coverage?

Where is a Safeguard quietly going unmet?

~N

The result: teams buy overlapping tools, carry redundant spend, and still leave real coverage gaps —

because the tool inventory is never reconciled against the safeguards.

Proprietary

27



@® Where Do You Even Start?

Even IG1 is a long list when there is no security team behind it

You cannot do all 56 on day one. So which first?

Sound prioritization should follow risk:
« what attackers are actively exploiting today
‘ - the techniques behind the top attack types

 the realities of your own environment
IG1 Safeguards —
all essential

Without that lens, scarce dollars get spent easiest-first or vendor-led — not where they reduce the most
risk.

Proprietary
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6& Can You Trust the Tool Itself?

A Safeguard satisfied by a risky product just trades one risk for another

AUTHORIZED |s the vendor formally authorized — FedRAMP, or StateRAMP / GovRAMP for SLTT?

VALIDATED Is the cryptography independently validated — FIPS 140-2 / 140-37

EXPLOITED Does it carry a vulnerability on CISA’'s Known Exploited Vulnerabilities (KEV) catalog?

SECTOR FIT Does it meet sector bars — HECVAT for education, HITRUST for healthcare?

ATTESTED |s data handling independently attested — SOC 2, CSA STAR?

Proprietary 29
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Links and Resources




Other Resources

« CIS Controls v8.1
« CIS Policy Templates

* CIS Companion
Guides/Resources

* CIS Controls Navigator
(Mappings)

 CIS Controls Assessment
Specification

 CIS Risk Assessment Method
(RAM)

 CIS-Hosted CSAT

CIS Benchmarks

CIS Hardened Images

CIS Build Kits

CIS CIS-CAT Pro

CIS WorkBench

CIS SecureSuite Membership
CIS SecureSuite Platform

31



Contact Us

Website: www.cisecurity.org

Email: ControlsIinfo@cisecurity.org
Twitter: @CISecurity
Facebook: Center for Internet Security

LinkedIn: Center for Internet Security
CIS Critical Security Controls

32


http://www.counciloncybersecurity.org/
mailto:contact@cisecurity.org

BEFORE YOU GO

FrameworkMapper

by Viosoph  The Way of Wisdom

Built on the CIS Controls — the same mapping approach we
walked through today.

Learn more: frameworkmapper.com

FRAMEWORK
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Thank You
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