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Agenda

• The CIS Critical Security Controls Intro

• Implementation Groups (IGs)

• CIS Controls Mappings (to Frameworks)

• The Cost of Cyber Defense: IG1

• A Practitioner’s Approach to Implementation
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CIS Controls Intro

• Prioritized set of defensive actions

• Allows you to build and improve your cybersecurity program

Best Practice 
Guidance

• We use a consensus-based process for soliciting feedback 
and using it for future versions of the Controls.

Developed by 
Cybersecurity Experts

• Over 500,000 downloads since CIS took the reinsGlobally Recognized

• Adopted by ETSI

• 60%+ International adoption

Internationally 
Adopted
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Earlier Controls History 
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CIS Controls v8.1
18 Top-Level Controls and 153 Safeguards
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Implementation Groups (IGs)
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Implementation Groups (IGs)

• IGs are based on 

the risk profile and 

resources an 

enterprise has 

available to them 

to implement the 

CIS Controls

• Every enterprise 

should start with 

IG1
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IG1 Backed by Data
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Mappings
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Security and Compliance 
Assisting enterprises who are working with other frameworks

Mappings

• CIS is committed to 
interoperability with other 
industry frameworks

• CIS maps to a variety of 
security standards and 
frameworks 

• Join the CIS Controls 
Mapping Community on 
CIS WorkBench

For mappings, please visit https://www.cisecurity.org/controls/cis-controls-navigator/

For our mappings community, please visit https://workbench.cisecurity.org/communities/94

https://www.cisecurity.org/controls/cis-controls-navigator/
https://www.cisecurity.org/controls/cis-controls-navigator/
https://www.cisecurity.org/controls/cis-controls-navigator/
https://www.cisecurity.org/controls/cis-controls-navigator/
https://www.cisecurity.org/controls/cis-controls-navigator/
https://workbench.cisecurity.org/communities/94
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CIS Controls Navigator
Assisting enterprises who are working with other frameworks
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Cost of Cyber Defense: Implementation 
Group 1 (IG1)
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The Cost of Cyber Defense Dilemma
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Breaking It Down By Tool

• 56 Safeguards

• 16 tools

• 10 policies

• Defends against 

over 70% of 

techniques used in 

the top five attack 

types
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How to Calculate Cost
Tooling

• Majority of tools are priced one of five ways 

– Number of Employees

– Number of Users

– Number of Workstations

– Number of IT Administrators

– Size of Log Data

• Types of Tools

– Commercially-supported

– Open-source

– No-cost (free)
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How to Calculate Cost
IG1 Enterprise Profiles

• Create Model Tiers (IG1 Enterprise Profiles)

– No two enterprises will be the same!

– Guidance, but not absolute calculations

– Cyber/Information Technology budgets will vary

– Can estimate per person ($5,000 pp) 
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How to Calculate Cost
Things to Keep in Mind

Every tool has its pros/cons

Open source does not equal free

No-cost tools still come with a cost

Each enterprise is different

Sometimes, a tool can be multi-purpose (e.g., A tool used in IT, also used by the Security 
Office)

Tool is the enabler, not the decider on whether or not to implement a Safeguard
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How to Calculate Cost
The Results

IG1 can be implemented for a relatively low cost and small number of tools



20Proprietary

The Cost Broken Down By Tool
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Mappings to Tools/Resources
For CIS and MS- and EI-ISAC Offerings
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CSP and MSP Considerations
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Key Takeaways

• The data provided within the report gives end users a guide for 

budget forecasting as it pertains to the tools available 

• The tool itself is the enabler, not the decider on whether to 

implement a Safeguard 

• IG1 can be implemented for a relatively low cost and small 

number of tools 
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A Practitioner's Approach to 
Implementation



25Proprietary

The Practice Gap
Good guidance exists. Implementing it is another story.

The organizations under the most pressure — school districts, local 

governments, small businesses, nonprofits — face the same threats as the 

enterprise with a fraction of the staff, budget, and expertise.

No dedicated staff

Security is one more hat worn by 

an IT generalist — or no one at 

all.

No slack in the budget

Every tool and every hour 

competes with the mission they 

actually exist to serve.

No room for error

A single misstep can mean a 

breach, a failed audit, or lost 

funding.
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One Organization, Many Rulebooks
The same control, re-documented in a different dialect for every framework

Almost no one answers to the CIS Controls alone. A typical organization is simultaneously accountable to:

CIS Controls v8.1 NIST CSF 2.0 NIST 800-171 / CMMC HIPAA Security Rule

PCI DSS State & Sector Mandates Cyber Insurance Forms

The hidden cost: The underlying controls of these frameworks share significant common ground, yet keeping 

that alignment current across frameworks remains a largely manual process, one that requires ongoing attention 

as frameworks evolve.
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From Safeguard to Tool
Knowing a Safeguard exists is not the same as knowing what satisfies it

What the guidance gives you

• 56 IG1 Safeguards to implement

• ~16 categories of tooling

• 10 supporting policies

• A mapping of Safeguards to tool types

What you still have to answer

• Which specific product satisfies which Safeguard?

• Where does one tool cover several at once?

• Where am I paying twice for the same coverage?

• Where is a Safeguard quietly going unmet?

The result:  teams buy overlapping tools, carry redundant spend, and still leave real coverage gaps — 

because the tool inventory is never reconciled against the safeguards.
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Where Do You Even Start?
Even IG1 is a long list when there is no security team behind it

56
IG1 Safeguards —

all essential

You cannot do all 56 on day one. So which first?

Sound prioritization should follow risk:

• what attackers are actively exploiting today

• the techniques behind the top attack types

• the realities of your own environment

Without that lens, scarce dollars get spent easiest-first or vendor-led — not where they reduce the most 

risk.
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Can You Trust the Tool Itself?
A Safeguard satisfied by a risky product just trades one risk for another

AUTHORIZED Is the vendor formally authorized — FedRAMP, or StateRAMP / GovRAMP for SLTT?

VALIDATED Is the cryptography independently validated — FIPS 140-2 / 140-3?

EXPLOITED Does it carry a vulnerability on CISA’s Known Exploited Vulnerabilities (KEV) catalog?

SECTOR FIT Does it meet sector bars — HECVAT for education, HITRUST for healthcare?

ATTESTED Is data handling independently attested — SOC 2, CSA STAR?



Links and Resources
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Other Resources

• CIS Controls v8.1

• CIS Policy Templates

• CIS Companion 

Guides/Resources

• CIS Controls Navigator 

(Mappings)

• CIS Controls Assessment 

Specification

• CIS Risk Assessment Method 

(RAM)

• CIS-Hosted CSAT

• CIS Benchmarks

• CIS Hardened Images

• CIS Build Kits

• CIS CIS-CAT Pro

• CIS WorkBench

• CIS SecureSuite Membership

• CIS SecureSuite Platform
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Contact Us

• Website: www.cisecurity.org

• Email: ControlsInfo@cisecurity.org

• Twitter: @CISecurity

• Facebook: Center for Internet Security

• LinkedIn: Center for Internet Security

  CIS Critical Security Controls

http://www.counciloncybersecurity.org/
mailto:contact@cisecurity.org


B E F O R E  Y O U  G O

FrameworkMapper
by Viosoph  •  The Way of Wisdom

Built on the CIS Controls — the same mapping approach we 

walked through today.

Learn more:  frameworkmapper.com

Let’s connect after the session



Thank You
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